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PREDSJEDNIKU HRVATSKOGA SABORA
Predmet: Prijedlog zakona o potvrdivanju Konvencije Centra za provedbu zakona u

jugoisto¢noj Europi, s Kona¢nim prijedlogom zakona

Na temelju ¢lanka 84. Ustava Republike Hrvatske (Narodne novine, br. 56/90,
135/97, 8/98 — procisceni tekst, 113/2000, 124/2000 — proc¢isceni tekst, 28/2001, 41/2001 —
prociséeni tekst, 55/2001 — ispravak, 76/2010 i 85/2010 — procisceni tekst) i ¢lanaka 129. i
159. Poslovnika Hrvatskoga sabora (Narodne novine, br. 71/2000, 129/2000, 117/2001, 6/2002
— procisceni tekst, 41/2002, 91/2003, 58/2004, 69/2007, 39/2008 i 86/2008), Vlada Republike
Hrvatske podnosi Prijedlog zakona o potvrdivanju Konvencije Centra za provedbu zakona u
jugoisto¢noj Europi, s Kona¢nim prijedlogom zakona za hitni postupak.

Za svoje predstavnike, koji ¢e u njezino ime sudjelovati u radu Hrvatskoga sabora
i njegovih radnih tijela, Vlada je odredila mr. sc. Martinu Dali¢, ministricu financija, mr. sc.

Hrvoja Covic¢a, drzavnog tajnika u Ministarstvu financija i ravnatelja Carinske uprave, te dr. sc.
Zdravka Marica 1 Ivanu Maleti¢, drzavne tajnike u Ministarstvu financija.

PREDSJEDNICA

Jadranka Kosor, dipl. iur.
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PRIJEDLOG ZAKONA O POTVRDIVANJU
KONVENCIJE CENTRA ZA PROVEDBU ZAKONA U JUGOISTOCNOJ EUROPI

l. USTAVNA OSNOVA ZA DONOSENJE ZAKONA

Ustavna osnova za donoSenje Zakona o potvrdivanju Konvencije Centra za provedbu zakona
u jugoisto¢noj Europi (u daljnjem tekstu: ,,SELEC Konvencija“) sadrzana je u odredbi ¢lanka
139. stavka 1. Ustava Republike Hrvatske (Narodne novine, br. 56/90, 135/97, 8/98 —
procisceni tekst, 113/2000, 124/2000 — procisceni tekst, 28/2001, 41/2001 — procisceni tekst,
55/2001 — ispravak, 76/2010 i 85/2010 — prociséeni tekst).

Il. OCJENA STANJA I CILJ KOJI SE DONOSENJEM ZAKONA ZELI POSTICI

Republika Hrvatska je 1. studenoga 2001. godine postala strankom Ugovora o suradnji u
sprjeCavanju i suzbijanju prekogranicnog kriminala i Povelje o organizaciji i djelovanju
Inicijative za suradnju u jugoisto¢noj Europi - SECI Regionalnog centra (SECI Centra) za
suzbijanje prekograni¢nog kriminala, sklopljenog u Bukurestu 26. svibnja 1999. godine (u
daljnjem tekstu: ,,SECI Ugovor®). SECI Centar je regionalni centar za policijsku i carinsku
suradnju u sprjeCavanju prekograni¢nog kriminala osnovan 2000. godine sa sjediStem u
BukureStu, Rumunjska.

Uz Republiku Hrvatsku drzave sudionice SECI Centra su i Republika Albanija, Bosna i
Hercegovina, Republika Bugarska, Crna Gora, Helenska Republika, Republika Makedonija,
Republika Madarska, Republika Moldova, Rumunjska, Republika Srbija, Republika Slovenija
I Republika Turska. Cilj ove medunarodne inicijative je stvaranje gospodarske i politi¢ke
stabilnosti unutar drzavnog podrucja Drzava sudionica kroz suradnju na podrucju prevencije u
borbi protiv prekograni¢nog kriminala, a provodi se zajedni¢kim djelovanjem policije i carine.

Smatrajuci da je u zajedniCkom interesu ostvariti koristi od moguénosti koje je stvorio SECI
Centar za suzbijanje prekograni¢nog kriminala, te ocekujuéi daljnje razvijanje i promicanje
mehanizma za ucinkovitu suradnju, drzave sudionice SECI Centra su iskazale potrebu za
osnivanjem nove medunarodne organizacije — Centra za provedbu zakona u jugoistocnoj
Europi (u daljnjem tekstu: ,,SELEC Centar*), a koja b1 bila pravni slijednik SECI Centra. Na
tragu te inicijative, Odbor za zajednicku suradnju SECI Centra (JCC) je 4. prosinca 2006.
godine donio Odluku o osnivanju Stru¢ne radne skupine za izradu SELEC Konvencije kojom
bi se uspostavio Centar za provedbu zakona u jugoistocnoj Europi (u daljnjem tekstu:
,SELEC®), a koja bi trebala zamijeniti postoje¢i SECI Ugovor. SELEC Centar bi time dobio
medunarodnu pravnu osobnost, razvio potrebne strukturne, organizacijske, pravne i
financijske okvire te proSirio mogucnosti za suradnju s medunarodnim organizacijama a
posebice s EUROPOL-om. Stru¢na radna skupina za izradu SELEC Konvencije je u razdoblju
od travnja 2007. godine do veljace 2010. godine odrzala 15 sastanaka.



SELEC Konvencija sklopljena je u Bukurestu 9. prosinca 2009. godine. Konvenciju su
potpisali predstavnici 13 zemalja ¢lanica, odnosno Republike Albanije, Bosne i Hercegovine,
Republike Bugarske, Crne Gore, Helenske Republike, Republike Hrvatske, Republike
Madarske, Republike Makedonije, Republike Moldove, Rumunjske, Republike Srbije,
Republike Slovenije i Republike Turske. SELEC Konvencija predstavlja pravni okvir kojim
se ureduje 1 olakSava suradnja nadleznih tijela drzava ¢lanica kroz SELEC.

U skladu s Odlukom Vlade Republike Hrvatske o pokretanju postupka za sklapanje
Konvencije centra za provedbu zakona u jugoisto¢noj Europi od 26. studenoga 2009. godine
(klase: 018-05/08-01/01, urbroja: 5030105-09-1) ovlasteno izaslanstvo Republike Hrvatske
obavilo je zavrSne pregovore u okviru Stru¢ne radne skupine za izradu SELEC Konvencije,
osnovane temeljem Odluke Odbora za zajedni¢ku suradnju SECI Centra. Sukladno navedenoj
odluci SELEC Konvenciju je, u ime Vlade Republike Hrvatske, potpisala gda. Ivana Soic,
pomoc¢nica ravnatelja Carinske uprave Ministarstva financija.

Republika Hrvatska, ratifikacijom ove Konvencije, daje jasan znak o svojoj opredijeljenosti
za regionalnu medunarodnu suradnju usmjerenu prema cilju daljnjeg razvijanja i promicanja
mehanizama za ucinkovitu suradnju izmedu drzava clanica Konvencije, a u svrhu prevencije i
suzbijanja prekograni¢nog kriminala.

1. OSNOVNA PITANJA KOJA SE PREDLAZU UREDITI ZAKONOM

Ovim Zakonom potvrduje se SELEC Konvencija, kako bi njezine odredbe u smislu ¢lanka
140. Ustava Republike Hrvatske (Narodne novine, br. 56/90, 135/97, 8/98 — procis¢eni tekst,
113/2000, 124/2000 — prociséeni tekst, 28/2001, 41/2001 — procisceni tekst, 55/2001 —
ispravak, 76/2010 i 85/2010 — pro¢isceni tekst), nakon ispunjenja uvjeta za njezino stupanje
na snagu, postale dio unutarnjeg pravnog poretka Republike Hrvatske.

SELEC Konvencija se sastoji od 52 ¢lanka, kojima je definirano osnivanje SELEC-a, njegov
cilj i zadace, definicije, pravni status i ustroj, primanje u ¢lanstvo, informacijski sustav i
sigurnost podataka, zaStita osobnih podataka, financijske odredbe, rjeSavanje sporova,
postupak potpisivanja, ratifikacije, prihvata, odobrenja ili pristupa, otkaza, uvjeti za stupanje
na snagu, postupak izmjene SELEC Konvencije, kao i odredbe o depozitaru i sluzbenom
jeziku. SELEC Konvencija je sastavljena u jednom izvorniku na engleskom jeziku.

Osnovni cilj koji se SELEC Konvencijom zeli posti¢i je osnovati Centar za provedbu zakona
u jugoisto¢noj Europi — SELEC, kako bi sluzio kao okvir za suradnju izmedu njihovih
nadleZnih tijela radi ostvarenja cilja SELEC-a.

Cilj SELEC-a je, u okviru suradnje medu nadleznim tijelima vlasti, pruziti potporu drzavama
Clanicama i poboljsati koordinaciju u sprje¢avanju i suzbijanju kriminala, ukljucujuéi teski i
organizirani kriminal, gdje taj kriminal ukljucuje ili se ¢ini da ukljucuje element
prekograni¢ne aktivnosti 1 to pruzanjem potpore u istrazi i sprjeCavanju kaznenih dijela,
olakSavanjem razmjene podataka, medusobnim obavjeStavanjem o pociniteljima kaznenih
dijela, prikupljanjem 1 usporedivanjem podataka, uspostavljanjem, vodenjem 1 zaStitom
sustava razmjene podataka, te pruzanjem operativne, logisticke te ovisno o slucaju i analiticke
potpore zajednickim istragama.



Ratifikacijom ovog medunarodnopravnog instrumenta stranke SELEC Konvencije preuzimaju
obvezu osnivanja nacionalnih jedinica u svrhu provedbe cilja SELEC Konvencije. Ove
nacionalne jedinice se sastoje od sluzbenika za vezu koji radi u sjedistu SELEC-a i
nacionalnih sredi$njih to¢aka koje djeluju kao jedina kontaktna toc¢ka stranke za komunikaciju
sa SELEC-om, putem sluzbenika za vezu predmetne stranke.

Stupanjem na snagu SELEC Konvencije, SECI Ugovor, sklopljen u Bukurestu, Rumunjska,
26. svibnja 1999. godine, prestaje biti na snazi. Sva prava, obveze i imovina koja pripada
SECI Centru prenosi se na SELEC datumom stupanja na snagu SELEC Konvencije.

IV. OCJENA SREDSTAVA POTREBNIH ZA PROVEDBU ZAKONA

Za provedbu ovoga Zakona nije potrebno osigurati dodatna financijska sredstva u Drzavnom
proracunu Republike Hrvatske jer su potrebna sredstva planirana u redovnim djelatnostima
Carinske uprave Ministarstva financija i Ministarstva unutarnjih poslova.

V. PRIJEDLOG ZA DONOSENJE ZAKONA PO HITNOM POSTUPKU

Temelj za donoSenje ovoga zakona po hitnom postupku nalazi se u ¢lanku 159. Poslovnika
Hrvatskog sabora (Narodne novine, br. 71/2000, 129/2000, 117/2001, 6/2002 — pro¢i$éeni
tekst, 41/2002, 91/2003, 58/2004, 69/2007, 39/2008 i 86/2008) i to u drugim osobito
opravdanim drzavnim razlozima, buduéi da je njegovo stupanje na snagu pretpostavka za
stupanje na snagu Konvencije Centra za provedbu zakona u jugoisto¢noj Europi.

S obzirom na prirodu postupka potvrdivanja medunarodnih ugovora, kojim drzava i formalno
izrazava spremnost da bude vezana ve¢ potpisanim medunarodnim ugovorom, kao i na
¢injenicu da se u ovoj fazi postupka, u pravilu, ne mogu vrsiti izmjene 1 dopune teksta
medunarodnog ugovora, predlaze se da se ovaj Prijedlog zakona raspravi i prihvati po hitnom
postupku, objedinjavajuéi prvo i drugo Citanje.



KONACNI PRIJEDLOG ZAKONA O POTVRPIVANJU KONVENCIJE CENTRA
ZA PROVEDBU ZAKONA U JUGOISTOCNOJ EUROPI

Clanak 1.

Potvrduje se Konvencija Centra za provedbu zakona u jugoisto¢noj Europi, potpisana u
Bukurestu, Rumunjska, 9. prosinca 2009. godine, u izvorniku na engleskom jeziku.

Clanak 2.

Tekst Konvencije Centra za provedbu zakona u jugoisto¢noj Europi, u izvorniku na
engleskom i u prijevodu na hrvatski jezik, glasi:



KONVENCIJA CENTRA ZA PROVEDBU ZAKONA U JUGOISTOCNOJ EUROPI

Stranke ove Konvencije, koje su ugovorne stranke Ugovora o suradnji u sprecavanju i
suzbijanju prekograni¢nog kriminala, sastavljenog u Bukurestu, Rumunjska, 26. svibnja 1999.
godine (u daljnjem tekstu: ,,drzave ¢lanice®);

prepoznaju¢i vrijednost 1 napredak suradnje, struktura 1 postupaka koji su
uspostavljeni i razvijeni u okviru Inicijative za suradnju u jugoisto¢noj Europi (SECI);

potvrdujuéi da sve demokratske drzave imaju duznost uspostaviti drusStvo utemeljeno
na slobodi, sigurnosti i pravdi;

postujuc¢i Europsku konvenciju za zastitu ljudskih prava i temeljnih sloboda;

svjesne da kriminalci ne poStuju granice 1 spremni su koristiti iste na Stetu pravi¢nosti i
pravde;

imajuéi na umu da kriminalni poduzetnici kroz transnacionalna kriminalna trzista i
sklapanjem medunarodnih nedopustenih trgovinskih saveza podrivaju i korumpiraju
zakonita gospodarstva, drustva i vladavinu prava;

uzimajuci u obzir da je odgovornost svih vlada u interesu njihovih gradana poduzimati
ucinkovite mjere za borbu protiv kriminala 1 njegovih uzroka, uz puno postivanje
temeljnih prava pojedinaca, ukljucujuéi zastitu osobnih podataka;

prepoznajuci vaznu ulogu koju ucinkovita razmjena informacija medu agencijama za
provedbu zakona ima u sprecavanju i suzbijanju svih oblika kriminala i teSkog
kriminala, ukljucujuci terorizam;

smatraju¢i da je u zajednickom interesu iskoristiti prednosti i mogucnosti koje je
stvorio SECI Regionalni centar za suzbijanje prekograni¢nog kriminala (SECI Centar)
1 u ocekivanju daljnjeg unapredenja tih prednosti 1 moguénosti u okviru nove
medunarodne organizacije;

uzimaju¢i u obzir medunarodne ugovore u podru¢ju prekograni¢nog kriminala i
suradnje u provedbi zakona, kao i pravnu steCevinu EU-a u mjeri u kojoj je
primjenjiva;

sukladno ovom zajednickom cilju i zajednickome interesu za stvaranje poboljSanih

mehanizama za ucinkovitu suradnju izmedu nadleznih agencija za provedbu zakona;

potvrdujuci da je Europska unija dodijelila Europskom policijskom uredu (Europolu)
vode¢u ulogu tijela EU-a za provedbu zakona koje podrzava borbu protiv
organiziranog kriminala 1 drugih oblika teSkog kriminala i nastoje¢i dosegnuti
operativno nadopunjavanje od obostrane koristi SELEC-a i Europola;

sporazumjele su se kako slijedi:



GLAVAL
Uspostava, cilj i zadace

Clanak 1.
Uspostava

Ovime drzave ¢lanice osnivaju Centar za provedbu zakona u jugoistoc¢noj Europi (u daljnjem
tekstu ,,SELEC*) kako bi sluzio kao okvir za suradnju izmedu njihovih nadleznih tijela radi
ostvarenja ciljeva SELEC-a.

Clanak 2.
Cilj

Cilj SELEC-a je, u okviru suradnje medu nadleZznim tijelima vlasti, pruziti potporu drzavama
¢lanicama 1 poboljsati koordinaciju u spre¢avanju i suzbijanju kriminala, ukljuc¢ujuéi teski i
organizirani kriminal, gdje taj kriminal ukljuuje ili se ¢ini da ukljucuje element
prekograni¢ne aktivnosti.

Clanak 3.
Zadace

U skladu s ¢lankom 2., SELEC ima sljedece zadace:

@) podupirati istrage i aktivnosti u podrucju suzbijanja kriminala u drzavama
¢lanicama i u skladu s ovom Konvencijom;

(b) olaksati razmjenu informacija i kriminalistickih obavjesStajnih podataka te
zahtjeva za operativnu pomoc;

(©) prijaviti 1 obavijestiti nacionalne srediSnje tocke drzava Clanica o vezama
izmedu osumnji¢enika, kriminalaca ili kaznenih djela koji su povezani s
mandatom SELEC-g,;

(d) prikupljati, razvrstavati, analizirati, obradivati i pruzati informacije i
kriminalisticke obavjeStajne podatke;

(e) osigurati strateSku analizu 1 izraditi procjene prijetnji koje su u vezi s ciljem
SELEC-a;
)] osnovati, voditi i odrzavati racunalni informacijski sustav;

(9) djelovati kao depozitar dobre prakse u metodama i tehnikama provedbe zakona
te iste promicati putem viSenacionalne izobrazbe i konferencija u korist drzava
¢lanica;

() preuzimati druge zadace u skladu s ciljem ove Konvencije, nakon odluke
Vijeca.



Clanak 4.
Definicije

U svrhu ove Konvencije:

(a)

(b)

(©)

(d)

(€)

(f)

(@)

(h)
(i)

)

(k)

»SECI Centar* znac¢i Regionalni centar za suzbijanje prekograni¢nog kriminala
Inicijative za suradnju u jugoisto¢noj Europi koji je osnovan Ugovorom o
suradnji u spreCavanju i suzbijanju prekograni¢nog kriminala, sastavljenim u
Bukurestu, Rumunjska 26. svibnja 1999. godine;

,Provedba zakona® odnosi se na sve aktivnosti usmjerene na sprjeavanje i
suzbijanje kriminala. Ona ukljucuje, ali nije ograni¢ena na, rad carinskih,
policijskih i grani¢nih sluzbi gdje taj rad potpada pod mandat SELEC-g;

,Nadlezno tijelo znaci bilo koje postojece tijelo javne vlasti u drzavi ¢lanici
ili operativnome partneru koje je odgovorno za provedbu zakona prema
nacionalnom pravu;

,» Viseagencijski“ zna¢i kombinaciju razli¢itth nadleznih tijela koja su
uklju€ena u isti pothvat. Konkretno u ovoj Konvenciji, to znac¢i kombinaciju
grani¢ne sluzbe, policije, carine i drugih nadleznih tijela;

,»leski kriminal® zna¢i ponaSanje koje predstavlja kazneno djelo kaznjivo
najve¢om kaznom oduzimanja slobode od najmanje cetiri godine ili tezom
kaznom;

,»Organizirani kriminal* znaci bilo koji oblik kriminala koji po¢ini organizirana
skupina od tri ili viSe osoba, koja postoji odredeno vrijeme i uskladeno djeluje
s ciljem pocinjenja jednog ili viSe teskih kriminala ili kaznenih djela;

,Prekograni¢na aktivnost® zna¢i bilo koju protuzakonitu aktivnost koja se
poc€ini ili se namjerava pociniti na drzavnom podrucju vise od jedne drzave
¢lanice;

,Osoba‘“ znaci bilo koju fizicku ili pravnu osobu;

,,Osobni podaci znaéi sve informacije koje se odnose na identificiranu fizicku
osobu ili onu koja se moze identificirati (,,subjekt podatka‘);

,,Obrada“ osobnih podataka (obrada) znaci svaku radnju ili skupinu radnji koje
se izvrSavaju nad osobnim podacima, kao S§to je prikupljanje, snimanje,
organiziranje, spremanje, usvajanje ili izmjena, povlacenje, uvid, koristenje,
otkrivanje putem prijenosa, objavljivanje ili na drugi nain ucinjenih
dostupnim, svrstavanje ili kombiniranje, blokiranje, brisanje ili unistavanje kao
1 prijenos osobnih podataka preko drZavnih granica;

,Nacelo poslovne ili sluzbene potrebe” znaéi da primatelj podataka ili
informacija tu informaciju treba znati zbog posebne i1 ovlastene potrebe



osnovane pozivanjem na njegovo ili njezino radno mjesto, ulogu, sluzbu ili
zadacu;

() , Treca strana“ znaCi drzavu ili medunarodnu organizaciju ili tijelo koje nije
drzava Clanica, operativni partner ili promatrac.
GLAVAIL.

Pravni status i ustroj

Clanak 5.
Pravni status

1) SELEC ima medunarodnopravnu osobnost.

2 SELEC u svakoj drzavi ¢lanici ima pravnu 1 ugovornu sposobnost prema nacionalnom
pravu te drzave Clanice.

3) Posebice, ima sposobnost:
(@  sklapati ugovore;
(b)  stjecati i raspolagati pokretnom i nepokretnom imovinom;
(© biti stranka u pravnim postupcima.

Clanak 6.
Povlastice i imuniteti

1) SELEC, predstavnici drzava ¢lanica, sluzbenici za vezu, glavni ravnatelj, ravnatelji,
osoblje SELEC-a te predstavnici operativnih partnera uzivaju povlastice i imunitete koji su
neophodni u obavljanju njihovih zadaéa, u skladu s Protokolom kojeg ¢e sklopiti drzave
¢lanice.

2) SELEC ¢e s drzavom domacinom sklopiti sporazum o sjedistu.

Clanak 7.
Tijela SELEC-a

Tijela SELEC-a su:
@ Vijece;
(b)  Taynistvo.

Clanak 8.
Vijece

(1)  Vijece je najvise tijelo SELEC-a koje donosi odluke.



(2)  Vijece se sastoji od jednog predstavnika s njegovim ili njezinim zamjenikom koje
odreduje svaka drzava Clanica. Svaki predstavnik moze biti u pratnji izaslanstva.

3) Clanovi Vijeéa su visoki duZnosnici koji imaju ovlasti djelovati u ime njihovih drzava.
Kada ¢lan Vije¢a ne moze prisustvovati sastanku, njega ili nju zamjenjuje njegov ili njezin

zamjenik.

4) VijeCe ima predsjedatelja koji se bira godiSnjom izmjenom po abecednom redu
izmedu drzava ¢lanica.

(5) Svaka drzava ¢lanica u Vije¢u ima jedan glas.

(6)  Vijece se sastaje najmanje jedan put godiSnje.

(7)  Vijeée ima sljedecée zadace:

(@)
(b)

(©

(d)

(e)
(f)
(9)

(h)

)

(k)
(1
(m)

odobriti strateski plan i godi$nji akcijski plan SELEC-3;

jednom godisnje odobriti prora¢un SELEC-a te odrediti financijske doprinose
drzava Clanica;

odobriti zada¢e SELEC-a, razli¢ite od onih koje su utvrdene ¢lankom 3. ove
Konvencije;

izabrati i smijeniti glavnog ravnatelja i ravnatelje, te odrediti uvjete njihovog
zaposljavanja u skladu s ovom Konvencijom;

donijeti Sigurnosni priruc¢nik;
imenovati sluzbenika za zastitu podataka, koji je ¢lan SELEC-ova 0soblja;

imenovati vanjske revizore financijskoga poslovanja SELEC-a u skladu s
ovom Konvencijom;

odobriti godisnji izvjestaj SELEC-a;
ovlastiti glavnoga ravnatelja da pregovara sporazume, ukljucujuci
memorandume o suglasnosti, s drzavom domacinom ili tre¢im strankama te, po

potrebi, za utvrdivanje pregovarackih stajalista;

odobriti sklapanje sporazuma, uklju¢uju¢i memorandume o suglasnosti, s
drzavom domacinom ili tre¢im strankama;

uspostaviti kriterije za prijem u novo ¢lanstvo SELEC-a;
odobriti zahtjeve za ¢lanstvo drZava i njihovo primanje u SELEC;

odobriti zahtjeve bilo koje trece strane za statusom promatraca ili operativnoga
partnera;
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(n) donijeti vlastita pravila postupanja, kao i pravila postupanja i propise koji su
neophodni za pravilnu primjenu ove Konvencije, uklju¢uju¢i Smjernice za
promatrace;

(o) djelovati u skladu s drugim zada¢ama kako je odredeno na drugim mjestima u
ovoj Konvenciji.

(8) Pri obavljanju gore utvrdenih zadaca iz to¢aka a, b, C, €, 1, , k, I, m i n stavka 7.,
Vijece odlucuje konsenzusom svih drzava Clanica. Pri obavljanju svih drugih zadaca, Vijece
donosi odluke dvotre¢inskom vecinom svih drzava clanica, osim ukoliko je ovom
Konvencijom druk¢ije odredeno.

9) Vijece moze osnovati odbore i radne skupine koje mu pomazu u radu.

Clanak 9.
Tajnistvo

(1)  TajniStvo se sastoji od:
@ glavnoga ravnatelja;
(b)  ravnatelja;
(© osoblja SELEC-a.
(2)  Pri obavljanju njihovih duznosti, glavni ravnatelj, ravnatelji i osoblje SELEC-a nece

traziti, primati niti slijediti upute od bilo koje vlade ili od bilo kojeg drugog tijela koje nije dio
SELEC-a.

(3) Svaka se drzava c¢lanica obvezuje da ¢e postivati isklju¢ivo medunarodnu prirodu
odgovornosti koje imaju glavni ravnatelj, ravnatelji i osoblje SELEC-a, te nece nastojati na
njih utjecati u obavljanju njihovih duZnosti.

Clanak 10.
Glavni ravnatelj

(1) Nacelu je SELEC-a glavni ravnatelj koji djeluje kao njegov glavni izvr$ni sluzbenik i
pravni zastupnik.

2 Glavni ravnatelj se bira na period od 4 godine. Glavni ravnatelj moze biti ponovo
izabran samo jedan put.

3) Glavni ravnatelj je drzavljanin jedne od drzava ¢lanica 1 bira ga Vije¢e na temelju
provedenog otvorenog i javnog postupka.

(4)  Glavni ravnatelj odgovoran je Vijecu u pogledu obavljanja njegovih ili njezinih
duZnosti.

(5)  Glavni ravnatelj odgovoran je za:
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(@  ucinkovito upravljanje SELEC-om;

(b) pripremu i provedbu strateskog plana, godisnjeg akcijskog plana i proracuna;
(© pripremu i podnosenje Vijecu godiSnjeg izvjestaja;

(d) promicanje i razvoj odnosa s drzavama ¢lanicama i tre¢im stranama;

(e pregovaranje o i sklapanje sporazuma o prihvacanju ostalih prihoda kako je
navedeno u ¢lanku 36. stavku 2.;

()] izradu nacrta i predlaganje pravila postupanja i propisa koji su neophodni za
pravilnu primjenu ove Konvencije;

(o)  predstavljanje SELEC-a i njegovih interesa;

(h) odredivanje ravnatelja koji ¢e nastupati u njegovo ili njezino ime u sluaju
odsutnosti ili nesposobnosti obavljanja duznosti;

Q) obavljanje ostalih potrebnih zadaca u skladu s odredbama ove Konvencije.
Clanak 11.
Ravnatelji

(1) Glavnom ravnatelju u radu pomaZe jedan ili viSe ravnatelja. Vijece odreduje broj,
zadace, te uloge ravnatelja.

2 Ravnatelji se biraju za razdoblje od 3 godine. Ravnatelji mogu biti ponovo izabrani
samo jedan put.

3) Svaki ravnatelj mora biti drzavljanin jedne od drzava ¢lanica, i bira ga Vijee na
temelju provedenog otvorenog i javnog postupka.

4) Ravnatelji su odgovorni glavnom ravnatelju u pogledu zadac¢a koje su im dodijeljene.

Clanak 12.
Osoblje SELEC-a

1) Osoblje SELEC-a sastoji se od svih osoba koje rade pod vodstvom i nadzorom
glavnog ravnatelja i ostalih ravnatelja.

(2)  Osoblje SELEC-a sastoji se od drzavljana drzava Cc¢lanica, vode¢i ra¢una O
odgovarajucoj zastupljenosti svih drzava Clanica.

(3)  Pravilnik za osoblje ukljuCuje pravila, nacela i postupke za odabir osoblja, njihovo
zapoSljavanje, klasifikaciju radnih mjesta kao i za ucinkovit rad TajniStva SELEC-a radi
postizanja cilja ove Konvencije.
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Clanak 13.
Nacionalne jedinice

1) Drzave ¢lanice osnivaju nacionalne jedinice u svrhu provedbe cilja ove Konvencije.
2 Nacionalne jedinice se sastoje od:

@) sluzbenika za vezu;

(b) nacionalnih sredis$njih tocaka.

Clanak 14.
Sluzbenici za vezu

(1) U svrhu policijske i carinske suradnje, svaka drzava ¢lanica imenuje najmanje jednog
sluzbenika za vezu koji radi u sjedistu SELEC-a.

(2 SELEC-ovi sluzbenici za vezu rade u skladu s nacionalnim pravom drzava c¢lanica
koje su ih imenovale te zastupaju interese tih drzava i svih njihovih nacionalnih nadleznih
tijela u jednakoj mjeri. Medutim, njihov je rad takoder ureden odredbama ove Konvencije.
SELEC-ovi sluzbenici za vezu moraju postivati unutarnja pravila i propise SELEC-a.

3) Svi SELEC-ovi sluzbenici za vezu moraju, prije imenovanja, pro¢i postupak
sigurnosne provjere u skladu s nacionalnim zahtjevima kojima se dopusta pristup
informacijama tijela vlasti za provedbu zakona i/ili klasificiranim informacijama.

4) U slucajevima kad ponaSanje sluzbenika za vezu ne zadovoljava uvjete ove
Konvencije, glavni ravnatelj moze o tome izvijestiti drzavu ¢lanicu koja ga je imenovala.

(5) SELEC-ovi sluzbenici za vezu ne mogu predstavljati njihove drzave cClanice kao
zastupnici u Vijecu.

(6) Drzava clanica snosi sve troskove proizasle iz imenovanja i zaposljavanja SELEC-
ovih sluzbenika za vezu. Medutim, SELEC tom sluzbeniku za vezu iz svog prorauna
osigurava prihvatljive i odgovarajuce urede i uredsku opremu koji su potrebni za obavljanje
njegove ili njezine duznosti.

Clanak 15.
Nacionalne sredi$nje tocke

1) U promicanju ciljeva ove Konvencije, drzave c¢lanice osnivaju ili odreduju
viSeagencijski ured ili jedinicu, koja ¢e sluZiti kao nacionalna srediSnja tocka.

(2)  Nacionalna sredis$nja tocka djeluje kao jedina kontaktna tocka drzave cClanice za
komunikaciju sa SELEC-om, putem sluzbenika za vezu predmetne drzave Clanice.

(3)  Nacionalna sredi$nja tocka ima odgovarajuée osoblje te joj je osigurana sva potrebna
oprema, sredstva i uredi koji su potrebni za obavljanje njezinih zada¢a kako su odredene
ovom Konvencijom.
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4) Nacionalna srediSnja tocka i njezino osoblje ravnaju se prema nacionalnom pravu, ali
¢e obavljati njihove poslove u odnosu na ovu Konvenciju, te ¢e se osobito pridrzavati nacela
zastite podataka sadrzanih u ovoj Konvenciji.

Clanak 16.
Sjediste 1 sluzbeni jezik

1) SELEC je smjesten u BukureStu, Rumunjska.

2) Drzava domadin besplatno osigurava zgradu te tekuce 1 kapitalne popravke
infrastrukture SELEC-a.

3) Sluzbeni jezik SELEC-a je engleski.

GLAVA 1II.
Informacijski sustav i sigurnost podataka

Clanak 17.
Sustav za razmjenu informacija

(1) U skladu sa stadijima koji su utvrdene u ovome ¢lanku, SELEC ¢e osnovati i odrzavati
raCunalni informacijski sustav za ¢uvanje i obradu podataka potrebnih u obavljanju njegovih
zadaca kako su navedene u ¢lanku 3. Taj informacijski sustav ukljucuje bilo koji samostalni
hardver ili neovisno strukturiranu bazu podataka te svu informacijsku tehnologiju pod
nadzorom SELEC-a.

2 SELEC obavlja razmjene informacija i zajednicke operacije, u kojima SELEC putem
sluzbenika za vezu i1 predstavnika operativnih partnera prikuplja podatke, ukljucujuci i osobne
podatke.

3) Na svim razinama, SELEC-ova obrada osobnih podataka podlijeZe ograni¢enjima koje
odreduje pruzatelj podataka i podlijeze postupcima zastite podataka razvijenima kako bi se
udovoljilo nacelima zastite podataka utvrdenima u ovoj Konvenciji i drugim primjenjivim
uvjetima nacionalnog prava te dvostranim i mnogostranim medunarodnim sporazumima.
SELEC pohranjuje podatke tako da je moguce odrediti koja je drzava clanica, operativni
partner, promatrac ili tre¢a stranka te podatke poslala ili su dobiveni analizom koju je proveo
SELEC.

4) Naknadno, u mjeri u kojoj su se, te nakon sto su se uspostavili i proveli postupci za
zaStitu osobnih podataka primjereni zada¢i, SELEC nastavlja unaprjedivati njegovu
sposobnost pomaganja drZzavama c¢lanicama 1 unaprjedivati koordinaciju izmedu njih u
spreCavanju, otkrivanju i suzbijanju teSkog prekogranicnog kriminala odrzavanjem i
razvrstavanjem takvih osobnih podatka za uporabu u daljnjim istragama koje ukljucuju
SELEC i njegove operativne partnere.

(5) Slijedom toga, u mjeri u kojoj su i nakon $to su se uspostavili i proveli postupci za
zaStitu podataka primjereni toj zadac¢i, SELEC ¢e osnovati i odrzavati jednu ili viSe baza
podataka koje mogu ukljucivati osobne i neosobne podatke. Ti se podaci prikupljaju u
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kontekstu sudjelovanja SELEC-a u konkretnim sluc¢ajevima, kao i izvan konteksta konkretnih
slucajeva kako ih dostavljaju drzave Clanice, operativni partneri, promatraci i trece strane, a
SELEC te podatke analizira i obraduje u nastojanju da se sprijeci, otkrije i istrazi teski
prekograni¢ni kriminal.

(6) Glavni ravnatel;j ili bilo koja drzava ¢lanica mogu Vijecu predloziti da je primjereno
prijeéi na sljededi stadij prema ovome ¢lanku. Pri ocjeni takvog prijedloga, Vijece se savjetuje
sa Zajedni¢kim nadzornim tijelom. Vije¢e mora odluciti konsenzusom o tome jesu li se
proveli postupci za zastitu podataka primjereni toj zadaéi i hoce 1i se prije¢i na sljedeci stadij,
kako je opisano u stavcima 4. i 5.
@) Informacijski sustav kojim SELEC upravlja ni pod kojim uvjetima ne smije biti
povezan s drugim automatskim sustavima za obradu podataka, osim automatskih sustava za
obradu podataka nacionalnih jedinica.
(8) SELEC je odgovoran za i poduzima sve potrebne mjere za pravilan rad i primjenu
informacijskog sustava u tehnickom i operativnom pogledu.
Clanak 18.

Uporaba informacijskog sustava
(1)  Pri uspostavi i odrzavanju informacijskog sustava, SELEC i drzave C¢lanice
poduzimaju potrebne i primjerene tehnicke mjere predostroznosti, te uspostavljaju kontrolne
mehanizme, kako bi osigurali cjelovitost i primjerenost podataka u informacijskom sustavu te
kako bi sprijecili njihovo nehoti¢no ili neovlasteno brisanje, izmjenu ili Sirenje te sprijecili

neovlasten pristup.

(2 Da bi ispunio svoje zadace, informacijski sustav SELEC-a dostupan je prema nacelu
,»poslovne ili sluZzbene potrebe*:

@) nacionalnim sredi$njim toc¢kama;
(b)  sluzbenicima za vezu;
(© ravnateljima i osoblju SELEC-a koje je ovlastio glavni ravnatelj;

(d) operativnim partnerima koji su ovlasteni na temelju svojih sporazuma o
suradnji.

3) Podatke u informacijski sustav SELEC-a mogu unositi samo:
(@  nacionalne sredi$nje tocke;
(b)  sluzbenici za vezu,
(©) ravnatelji i osoblje SELEC-a koje je ovlastio glavni ravnatelj;

(d) operativni partneri koji su ovlasteni na temelju svojih sporazuma o suradnji.
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4) Pristup ili unos podataka u informacijski sustav SELEC-a dozvoljen je samo osobama
koje su za to primjereno osposobljene i ovlastene, kako je utvrdeno u pravilima postupanja.

(5) Sve pojedinosti u vezi s unosom, pretrazivanjem ili pristupom podacima evidentiraju
se u preglednom obliku. Takve pojedinosti pohranjuju se u informacijski sustav SELEC-a, u
skladu s pravilima o zastiti podataka kako su odredena ovom Konvencijom.

Clanak 19.
Sigurnost podataka

1) SELEC poduzima potrebne tehnic¢ke i organizacijske mjere kako bi osigurao provedbu
ove Konvencije u pogledu sigurnosti podataka.

2 U pogledu automatske obrade podataka u SELEC-u, svaka drzava ¢lanica i SELEC
provode mjere koje imaju za cilj:

@) onemoguciti pristup neovlaStenim osobama opremi za obradu podataka koja se
koristi za obradu osobnih podataka (kontrola pristupa opremi);

(b) sprijeciti neovlasteno ¢itanje, umnoZzavanje, izmjenu ili uklanjanje podatkovnih
medija (kontrola podatkovnih medija);

(© sprijeciti neovlasteni unos podatka i neovlasteni pregled, izmjenu ili brisanje
pohranjenih osobnih podataka (kontrola pohrane);

(d) sprije¢iti uporabu automatskih sustava za obradu podataka od strane
neovlastenih osoba koje koriste opremu za slanje podataka (kontrola
korisnika);

(e) osigurati da osobe koje su ovlastene za uporabu automatskog sustava za obradu
podataka imaju pristup samo podacima obuhvacenima njithovom dozvolom
pristupa (kontrola pristupa podacima);

)] osigurati da je moguce provjeriti 1 ustanoviti kojim tijelima se osobni podaci
mogu dostaviti uporabom opreme za slanje podataka (kontrola slanja);

(9) osigurati da je moguce provijeriti 1 ustanoviti koji osobni podaci su uneseni u
automatske sustave podataka ili sustave za obradu podataka te tko i kada je taj
unos izvrsio (kontrola unosa);

(h) sprijeCiti neovlasteno ¢itanje, umnozavanje, izmjenu ili brisanje osobnih
podataka za vrijeme prijenosa osobnih podataka ili za vrijeme prijenosa
podatkovnih medija (kontrola prijenosa);

Q) osigurati da se uspostavljeni sustavi, u slu¢aju prekida, mogu odmah ponovno
uspostaviti (oporavak);

() osigurati ispravan rad sustava, trenutno obavjeS¢ivanje o pogreskama koje se
pojave u radu sustava (pouzdanost) te onemoguciti naruSavanje cjelovitosti
pohranjenih podataka uslijed pogresaka u radu sustava (cjelovitost).
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Clanak 20.
Klasificirane informacije

1) Sve informacije koje se obrade u SELEC-u ili putem njega, osim informacija koje su
izri¢ito oznacene ili jasno prepoznatljive kao javne informacije, predmetom su osnovne razine
zastite u SELEC-0v0j] organizaciji kao i u drzavama Cclanicama. Informacije koje su
predmetom samo osnovne razine zastite nije potrebno posebno oznaciti oznakom sigurnosne
razine SELEC-a, ali se odreduju kao podaci SELEC-a.

2) SELEC 1 drzave ¢lanice poduzimaju odgovaraju¢e mjere radi zastite klasificiranih
informacija u skladu sa zahtjevima povjerljivosti koje navede stranka koja te informacije
pruza na temelju ove Konvencije.

3) Niti jedna osoba nema pristup Klasificiranim informacijama osim uz prethodnu
sigurnosnu provjeru i odobrenje njezinih nacionalnih vlasti u skladu s njezinim nacionalnim
pravom. Odgovarajuce tijelo prema nacionalnim odredbama obavjestava SELEC samo o
rezultatima sigurnosne provjere, koji su za SELEC obvezujuci.

4) Vijece usvaja Sigurnosni prirucnik koji, izmedu ostalog, sadrzi podrobna pravila o
sigurnosnim mjerama koje ¢e se primjenjivati u SELEC-0voj organizaciji kao i sigurnosni
paket za svaku Klasifikacijsku razinu.

(5) SELEC koristi sljedece klasifikacijske razine: ,,ograni¢eno®, ,,povjerljivo®, ,tajno* i
,»vrlo tajno®.

(6) Odgovornost za praktiénu provedbu sigurnosnih mjera utvrdenih Sigurnosnim
priru¢nikom snosi glavni ravnatel;.
GLAVAIV.

Zastita osobnih podataka

Clanak 21.
Osobni podaci

(1)  Osobni podaci u informacijskom sustavu SELEC-a odnose se na osobe koje su, u
skladu s nacionalnim pravom doti¢ne drZave clanice, predmetom istraga povezanih s
kaznenim djelima u pogledu kojih je SELEC nadlezan ili su za takva kaznena djela osudene;
2 Podaci povezani s osobama iz stavka 1. mogu sadrzavati samo sljedece pojedinosti:

@) prezime, djevojacko prezime, ime i bilo kakve pseudonime ili lazna imena;

(b)  datum i mjesto rodenja;

(©) drzavljanstvo;

(d)  spol;
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(e)  prebivaliste, zanimanje i boraviste dotic¢ne osobe;

()] podatke 0 vozackim dozvolama, osobnim ispravama i putovnici; i

(9) prema potrebi i dostupnosti, ostale osobine koje mogu pomoc¢i u utvrdivanju,
ukljucujuéi bilo kakva nepromjenjiva posebna objektivna fizicka obiljezja, te

osobni ili drugi identifikacijski broj.

3) Pored podataka iz stavka 2., informacijski sustav SELEC-a takoder se moze koristiti
za obradu sljedec¢ih podataka u vezi s osobama iz stavka 1.:

@ pocinjena kaznena djela, vrijeme, mjesto i nacin njihova pocinjenja;

(b) sredstva koriStena ili koja bi se mogla koristiti u po¢injenju kaznenih djela;

(© sumnje u ¢lanstvo u zlo¢inackim organizacijama;

(d) osude kada su povezane s kaznenim djelima za koja je SELEC nadlezan.
4) Informacijski sustav SELEC-a takoder moze sadrzavati:

@ podatke iz stavka 3. tocaka (a) i (b) kad oni jo§ ni¢im ne upucuju na odredene
fizicke osobe;

(b) bilo koji drugi podatak u vezi s ili koji moze biti u vezi s kaznenim slucajevima
koji nisu u izravnoj vezi s fizickim osobama, ukljucuju¢i robu, prijevozna
sredstva, poslove, bilo koja tehnicka sredstva koja se koriste za njihovo
utvrdivanje.

Clanak 22.
Standardi za zastitu osobnih podataka

SELEC primjenjuje nacela zastite osobnih podataka koje obraduje, uzimaju¢i u obzir razinu
zaStite 1 upravnu praksu u drzavama cClanicama 1 u skladu sa standardima i1 nacelima iz
Konvencije Vije¢a Europe za zastitu osoba glede automatizirane obrade osobnih podataka od
28. sije¢nja 1981. 1 Preporuke br. R (87) 15 Odbora ministara Vije¢a Europe od 17. rujna
1987. SELEC se pridrZava tih nacela u obradi osobnih podataka, ukljucuju¢i neautomatizirane
podatke pohranjene u obliku datoteka.

Clanak 23.
Nacela zastite osobnih podataka

1) Prema ovoj Konvenciji, bilo koji osobni podatak ¢e se obraditi samo u skladu sa
sljede¢im nacelima i provedbenim mehanizmima:

€)) osobni se podaci obraduju samo u svrhu ciljeva i zadaca SELEC-a;

(b)  obrada osobnih podataka mora biti postena i zakonita;
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(o) obrada osobnih podataka mora biti primjerena, odgovarajuca, te ne smije
nadilaziti svrhe u koje su se ti podaci pocetno prikupili;

(d) podaci moraju biti to¢ni i aZurirani, te se mora odrzati kakvoca i cjelovitost
osobnih podataka koje SELEC obraduje;

(e treba poduzeti tehnicke i organizacijske sigurnosne mjere koje odgovaraju
rizicima koje obrada podataka predstavlja;

()] SELEC obraduje osobne podatke na nacin koji je transparentan i sukladan cilju
i zada¢ama provedbe zakona;

(0) bilo koji subjekt podatka ima pristup njegovim ili njezinim osobnim podacima
u posjedu SELEC-a, u skladu sa SELEC-ovim ciljem i zada¢ama provedbe
zakona;

(h) bilo koji subjekt podatka ima pravo na odgovarajuci pravni lijek u vezi s
njegovim ili njezinim osobnim podacima u posjedu SELEC-a, u skladu sa
SELEC-ovim ciljem i zada¢ama provedbe zakona;

Q) obrada osobnih podataka koju obavlja SELEC podlijeZze nadzoru neovisnog
Zajednickog nadzornog tijela osnovanog u skladu s ovom Konvencijom.

2 Osobni podaci koji otkrivaju rasno ili etni¢ko podrijetlo, politicke stavove, vjerska ili
druga uvjerenja, ¢lanstvo u sindikalnim organizacijama, te podaci o zdravlju ili spolnom
Zivotu, ne mogu se obradivati, osim ukoliko su strogo neophodni u svrhu konkretnih istraga u
koje je SELEC uklju¢en te samo ukoliko je prijenos tih podataka SELEC-u u svrhu takve
obrade dopusten nacionalnim pravom strane koja ih prenosi. Zabranjeno je odabrati odredenu
skupinu osoba samo na temelju podataka navedenih u prvoj recenici ovoga stavka.

Clanak 24.
Ogranicenja pristupa odredenim stavkama osobnih podataka

(1) Tijelo koje osobne podatke osigurava moze drugim drzavama ¢lanicama ili
operativnim partnerima ogranicCiti pristup pojedinim stavkama tih podataka.

(2 Drzava clanica ili operativni partner koji te podatke prenose ili SELEC mogu se s
primateljem kojemu su podaci namijenjeni dogovoriti 0 ograni¢enjima u vezi s uporabom
podataka i prijenosom tre¢im stranama. Ta ograniCenja trebaju ukljuc¢ivati mjere s ciljem
osiguranja sukladnosti s nacelima utvrdenima ¢lankom 23. ove Konvencije.

Clanak 25.
Vremenska ogranic¢enja za pohranu i brisanje osobnih podataka

1) Osobni se podaci u informacijskom sustavu Cuvaju samo toliko dugo koliko je
potrebno za ispunjenje SELEC-ovih zadaca. Potreba za daljnjom pohranom preispituje se
najkasnije u roku od tri godine od unosa tih osobnih podataka. Preispitivanje osobnih
podataka pohranjenih u informacijskom sustavu kao i njihovo brisanje obavlja stranka koja je
te podatke unijela.
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(2)  Za vrijeme preispitivanja, stranka iz stavka 1. koja je osobne podatke unijela moze
odluciti o njihovoj daljnjoj pohrani do sljede¢ega preispitivanja, koje slijedi nakon jo$ jednog
razdoblja od tri godine, ukoliko je to jos uvijek potrebno u svrhu obrade tih podataka. Ako se
ne donese nikakva odluka o daljnjoj pohrani osobnih podataka, SELEC te osobne podatke
automatski brisSe. SELEC ¢e stranke koje su te podatke unijele tri mjeseca unaprijed
automatski obavijestiti o isteku roka za preispitivanje pohrane tih osobnih podataka.

Clanak 26.
Daljnja obrada

(1)  Nista u ovoj Konvenciji ne predstavlja zabranu ili ograni¢enje suradnje ili razmjene
podataka medu tijelima za provedbu zakona u konkretnim slucajevima i istragama, pod
uvjetom da takva suradnja i razmjena podataka ukljucuje mjere radi osiguranja sukladnosti s
nacelima iz ¢lanka 23. ove Konvencije. Medutim, prijenos podataka ne moze se izvrsiti ako bi
njihova uporaba mogla narusiti ljudska prava ili nacela vladavine prava.

2 Daljnja obrada osobnih podataka u svrhe drugacije od onih radi kojih su se ti podaci
dostavili, dopustena je samo ukoliko:

@ to nije nespojivo sa svrhom u koju je SELEC te podatke obradio; i

(b) su drzava Clanica ili operativni partner, koji su te osobne podatke unijeli, dali
svoj prethodni pristanak; i

(© je tijelo koje te podatke obraduje odgovorno za sprjecavanje, istragu,
otkrivanje ili procesuiranje kaznenih djela u okviru ovog cilja SELEC-a.

3) Prijenos osobnih podataka tre¢im stranama ili promatra¢ima moze se izvrSiti samo uz
prethodni pristanak stranke koja je te podatke unijela u skladu s njezinim zakonodavstvom i
njezinom procjenom odgovarajuce razine zaStite osobnih podataka kod treée stranke ili
promatraca koji ih primaju.

Clanak 27.
Sluzbenik za zastitu podataka

(1) Vijece imenuje sluzbenika za zastitu podataka, koji osigurava sukladnost s odredbama
ove Konvencije u vezi sa zaStitom osobnih podataka, u skladu sa zada¢ama koje mu je
dodijelilo Vijece. Pri dodjeli tih zadaca, VijeCe osigurava da su zadace sluzbenika za zastitu
podataka odredene tako da se ne preklapaju s djelovanjem SELEC-a u konkretnim
slu¢ajevima. U obavljanju njegovih ili njezinih duZnosti, sluZzbenik za zastitu podataka djeluje
neovisno.

2 Sluzbenik za zastitu podataka posebice obavlja sljede¢e zadace pod izravnom ovlaséu
Vijeca:
€)) osigurava, djeluju¢i neovisno, zakonitost i sukladnost s odredbama ove

Konvencije u pogledu obrade osobnih podataka;

(b) osigurava vodenje pisane evidencije prijenosa i primitaka osobnih podataka u
skladu s ovom Konvencijom;
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(© osigurava da su subjekt podataka, na njihov zahtjev, obavijeSteni 0 pravima
koja imaju temeljem ove Konvencije;

(d) suraduje s osobljem SELEC-a odgovornim za postupke, obuku i savjetovanje u
vezi s obradom podataka;

(e suraduje sa Zajedni¢kim nadzornim tijelom.

(3) U obavljanju zadaca iz stavka 2., sluzbenik za zastitu podataka ne smije primati
nikakve upute od glavnog ravnatelja, ravnatelja, drzava ¢lanica ili iz bilo kojeg drugog izvora.
U obavljanju tih zadaca, sluzbenik za zaStitu podataka ima pristup svim podacima koje
SELEC obraduje kao i svim SELEC-ovim uredima.

4) Ukoliko sluzbenik za zastitu podataka smatra da se ne postuju odredbe ove Konvencije
u vezi s obradom osobnih podataka, o tome obavjestava glavnog ravnatelja i Vijece. Ukoliko
glavni ravnatelj to nepoStivanje obrade ne rijesi u roku od 60 dana, sluZzbenik za zastitu
podataka o tome obavjestava Vijece, koje potvrduje primitak tih informacija. Ukoliko Vijece
to nepostivanje obrade ne rijesi u razumnom roku, sluzbenik za zastitu podataka to pitanje
upucuje Zajednic¢kom nadzornom tijelu.

(5) Vije¢e moze sluzbeniku za zastitu podataka odrediti dodatna zaduzenja. Vijece usvaja
daljnja provedbena pravila koja se odnose na sluzbenika za zastitu podataka. Provedbena se
pravila poglavito odnose na odabir i smjenjivanje, zadace, obveze i ovlasti sluzbenika za
zastitu podataka.

Clanak 28.
Odgovornost u podrucju zastite osobnih podataka

(1)  Odgovornost za osobne podatke obradene u SELEC-u, posebice obzirom na zakonitost
prikupljanja, prijenosa SELEC-u i unosa osobnih podataka, kao i za njihovu to¢nost,
azuriranost te za provjeru rokova za njihovo pohranjivanje, snosi:

@ drzava cClanica, operativni partner, promatrac ili tre¢a strana koji su te osobne
podatke ucinili dostupnima;

(b) SELEC, za podatke koji su proizasli iz analiza vodenih od strane SELEC-a.

2 Povrh toga, SELEC je odgovoran za sve osobne podatke koje obraduje, od trenutka
kada takve podatke uklju¢i u jednu od svojih automatskih ili neautomatskih datoteka. Za
zastitu osobnih podataka koji su dostavljeni SELEC-u, ali jo§ nisu ukljuceni u informacijski
sustav SELEC-a, i dalje je odgovorna stranka koja je te podatke poslala. Medutim,
odgovornost SELEC-a je osigurati da, dok se ne uklju¢e u SELEC-ove datoteke, pristup
takvim osobnim podacima imaju samo ovlasteni sluzbenici SELEC-a u svrhu utvrdivanja
mogucnosti njihove obrade u SELEC-u i ovlasteni sluzbenici stranke koja je te podatke
dostavila. Ako SELEC, nakon procjene, ima razloga smatrati da su dostavljeni podaci netocni
ili zastarjeli o tome obavjeStava stranku koja ih je dostavila.
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Clanak 29.
Odgovornost za neovlastenu ili pogreSnu obradu podataka

1) Svaka je drzava cClanica odgovorna, u skladu sa svojim nacionalnim pravom, za bilo
koju stetu koja je pojedincu nanesene kao posljedica pravnih ili ¢injeni¢nih pogreSaka u
osobnim podacima. Samo drzava Clanica na ¢ijem je drzavnom podrucju ta Steta nastala moze
biti predmetom odstetnog zahtjeva u ime oste¢ene stranke. Drzava ¢lanica ne smije se izjasniti
da je druga drzava Clanica poslala netocne podatke kako bi na taj nacin izbjegla odgovornost
prema njezinom nacionalnom zakonodavstvu u odnosu na ostec¢enu stranku.

(2)  Ako je do tih pravnih ili ¢injeni¢nih pogresaka doslo zbog pogresno dostavljenih
podataka ili zbog nepostivanja obveza prema ovoj Konvenciji od jedne ili viSe drzava ¢lanica
ili zbog neovlastene ili pogresne pohrane ili obrade od strane SELEC-a, doti¢na drzava ili
drzave clanice ili SELEC obvezni su, prema tomu, drzavu c¢lanicu koja je oSte¢enom
pojedincu nadoknadila Stetu, na zahtjev, obestetiti u iznosu te naknade, osim ukoliko je ista
doti¢ne podatke koristila protivno ovoj Konvenciji. Ovo se naelo takoder moZe primijeniti na
operativne partnere ako je tako predvideno u njihovim ugovorima o suradnji sa SELEC-om.

3) Svi sporovi u vezi s nacelom ili iznosom naknade $tete izmedu drzava ¢lanica koje su
obestetile oStecenog pojedinca 1 SELEC-a ili druge drZzave ¢lanice upucuju se Vijecu, u skladu

s ¢lankom 50.

Clanak 30.
Pravo pristupa subjekta podatka

1) Svaka osoba ima pravo u razumnim vremenskim razmacima dobiti potvrdu da li se
osobni podaci koji se odnose na njega ili nju obraduju od strane SELEC-a, te da mu se ili da
joj se ti podaci dostave u razumljivom obliku.

(2 Svaka osoba koja Zeli ostvariti njegova ili njezina prava prema ovom ¢lanku moze
besplatno upultiti takav zahtjev SELEC-u.

3) SELEC ¢e na takav zahtjev odgovoriti bez nepotrebnog odlaganja i u svakom slu¢aju
u roku od tri mjeseca od njegovog primitka u SELEC-u u skladu s ovim ¢lankom.

(4)  Pruzanje informacija kao odgovor na zahtjev iz stavka 1. odbija se u mjeri u kojoj je to
potrebno:

@ da bi se SELEC-u omogucéilo da primjereno ispuni svoje ciljeve i zadace;

(b) radi zaStite sigurnosti i javnoga reda u drzavama ¢lanicama ili da bi se sprijecio
kriminal,

(© radi zaStite prava i/ili sloboda trecih osoba; ili

(d) da bi se zajamcilo da se nece ugroziti niti jedna nacionalna ili zajednicka
istraga.

(5) Pri procjeni primjenjivosti izuzetaka iz stavka 4., moraju se uzeti u obzir interesi
doti¢ne osobe.
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(6) Prije nego $to donese odluku o odgovoru na zahtjev, SELEC se savjetuje s nadleznim
tijelima vlasti za provedbu zakona koja su doti¢ne podatke osigurala. SELEC ¢e odbiti
pruzanje informacija ukoliko jedno ili viSe nadleznih tijela za provedbu zakona ili SELEC
odluce da se zahtjev mora odbiti prema stavku 4. Tijelo koje o tom odlucuje obavjestava
SELEC o razlozima svoje odluke.

@) Ukoliko se pruzanje informacija kao odgovor na zahtjev prema stavku 1. odbije,
SELEC doti¢nu osobu obavjestava da je njegov ili njezin zahtjev razmotren i odbijen prema
ovoj Konvenciji, ne pruzajuci pritom nikakve informacije koje bi njemu ili njoj mogle otkriti
obraduje li SELEC osobne podatke koji se na njega ili nju odnose. SELEC evidentira razloge
odbijanja zahtjeva.

Clanak 31.
Ispravak i brisanje podataka

1) Bilo koji subjekt podatka ima pravo pisanim putem traziti od SELEC-a da ispravi ili
izbrise neto¢ne podatke koji se na njega ili nju odnose. Ukoliko se, koriStenjem ovoga prava
ili na neki drugi nacin, ustanovi da su podaci koje SELEC posjeduje, a koje mu je dostavila
treca strana ili su proizasli iz njegove analize neto¢ni ili da su njihov unos ili pohrana protivni

2) Ukoliko su neto¢ni podaci poslani drugim odgovaraju¢im sredstvima ili ukoliko je su
pogreske u podacima koje su dostavile drzave cClanice ili operativni partneri nastale zbog
neispravnog prijenosa podataka ili su ti podaci poslani krsenjem odredaba ove Konvencije ili
ukoliko su pogreske nastale kao posljedica unosa, preuzimanja ili pohrane podataka na
neispravan nacin ili ne postujuci odredbe ove Konvencije, SELEC je obvezan te podatke

(3) U slucajevima iz stavaka 1. 1 2., smjesta ¢e se obavijestiti drZzave ¢lanice ili operativni
partneri Koji su te podatke primili. Drzave ¢lanice ili operativni partneri koji su primili te

(4)  Osim kako je navedeno u ¢lanku 30. stavcima 4. i 5., SELEC ¢e osobu koja je subjekt
podataka obavijestiti, u pisanom obliku 1 bez nepotrebnog odlaganja te u svakom slucaju u
roku od tri mjeseca, da su podaci koji se na njega ili nju odnose ispravljeni ili izbrisani.

Clanak 32.
Zalbe

(1) U njegovom odgovoru na zahtjev za provjerom, pristupom podacima ili na zahtjev za
ispravkom 1 brisanjem podataka, SELEC ¢e osobu koja je subjekt podataka obavijestiti da on
ili ona ima pravo na zalbu Zajedni¢kom nadzornom tijelu te o vremenskim rokovima za takvu
zalbu.

2 Svaka osoba koja je subjekt podataka ima pravo na zZalbu Zajednickom nadzornom
tijelu ukoliko nije zadovoljna SELEC-ovim odgovorom na neki zahtjev ili ukoliko odgovor na
zahtjev nije uslijedio u rokovima predvidenim u ¢lancima 30. ili 31. Takvu Zalbu treba uloziti
unutar 30 dana od datuma primitka odgovora ili po isteku vremenskih rokova iz ¢lanaka 30.
ili 31.
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3) Zajednicko nadzorno tijelo zalbu razmatra i o njoj donosi odluku na svom sljede¢em
sastanku. Odluka Zajednickog nadzornog tijela o zalbi konacna je i obvezuje sve stranke u
postupku.

4) Ukoliko se zalba odnosi na odgovor na zahtjev kako je navedeno u clancima 30. ili
31., Zajednicko nadzorno tijelo savjetuje se s nadleznim tijelima za zastitu podataka u drzavi
¢lanici ili operativnom partneru koji su bili izvor podatka ili u drzavi ¢lanici ili operativnom
partneru na koje se to izravno odnosi.

(5) U slucaju da se zalba odnosi na odluku iz ¢lanaka 30. ili 31. koja se temelji na
prigovoru prema ¢lanku 30. stavku 4. od SELEC-a, drzave Clanice ili operativnog partnera,
Zajednicko nadzorno tijelo takve prigovore moze odbaciti samo konsenzusom i nakon $to je
saslusalo SELEC i doti¢nu drzavu ¢lanicu ili operativnog partnera. Ako se takav konsenzus ne
moze posti¢i, Zajedni¢ko nadzorno tijelo obavjestava zalitelja o odbijanju njegove zalbe, ne
pruzajudi pritom nikakve informacije koje bi mogle otkriti postojanje bilo kakvih osobnih
podataka o zalitelju.

Clanak 33.
Nacionalni nadzor

1) Svaka drzava €lanica treba osigurati neovisan nacionalni nadzor tako Sto ¢e, u skladu
sa svojim nacionalnim pravom, imenovati tijelo za svoje aktivnosti u podrucju zastite osobnih
podataka u okviru ove Konvencije, uzimaju¢i pri tome u obzir medunarodne standarde i
nacela zastite osobnih podataka kako ih je odredilo Vije¢e Europe.

(2)  Ne dovodeci u pitanje ¢lanak 29., drzave ¢lanice moraju svakoj osobi, bez obzira na
njezino drzavljanstvo ili prebivaliSte, osigurati pravo na pravni lijek za svako krSenje prava
koja su mu ili joj zajam¢ena nacionalnim pravom primjenjivim na odnosnu obradu.

3) SELEC ¢e poduzeti potrebne mjere kako bi olakSao takav nacionalni nadzor,
ukljucujuéi i tako Sto ¢e osigurati pristup odgovarajuéim prostorijama sluZzbenika za vezu.

(4)  Drzave ¢lanice obavjestavaju Zajedni¢ko nadzorno tijelo o bilo kojim otkrivenim
Cinjenicama U vezi sa SELEC-om koje se odnose na zaStitu osobnih podataka, a proizasle su
iz toga nadzora.

Clanak 34.
Zajednicko nadzorno tijelo

(1)  Kako bi se saslusale zalbe prema ¢lanku 32. i preispitali SELEC-ovi postupci i prakse
radi osiguranja njihove sukladnosti s odredbama o zastiti podataka iz ove Konvencije, osniva
se neovisno Zajednicko nadzorno tijelo. Zajednicko nadzorno tijelo sastoji se od jednog
predstavnika iz svake drzave €lanice koji su neovisni u pitanjima zastite osobnih podataka u
skladu s nacionalnim pravom. Zajedni¢ko nadzorno tijelo samo odreduje njegova pravila
postupanja. U obavljanju svojih duznosti, ¢lanovi Zajednickog nadzornog tijela ne smiju
primati upute od bilo kojeg drugog tijela.

(2)  Zajednicko nadzorno tijelo obavlja periodi¢na preispitivanja najmanje jednom
godisnje.
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3) SELEC pomaze Zajednickom nadzornom tijelu u obavljanju njegovih zadaca. Pri
tome posebice:

@) dostavlja informacije koje Zajednicko nadzorno tijelo zatrazi te mu daje
pristup svim dokumentima i predmetima kao i svim podacima pohranjenima u
SELEC-ovim datotekama;

(b) osigurava Zajednickom nadzornom tijelu slobodan pristup u svako vrijeme
svim njegovim prostorijama;

(c)  provodi odluke Zajednickog nadzornog tijela o zalbama.

4) Ukoliko Zajedni¢ko nadzorno tijelo otkrije bilo kakvo krSenje odredaba ove
Konvencije u vezi s pohranom, obradom ili uporabom osobnih podataka, na to ¢e upozoriti
glavnog ravnatelja te ¢e od njega zatraziti odgovor u roku koji odredi Zajedni¢ko nadzorno
tijelo. Glavni ravnatelj o cijelom postupku izvje$¢uje Vijece. Ukoliko Zajednicko nadzorno
tijelo nije zadovoljno odgovorom glavnog ravnatelja na njegov zahtjev, ono ¢e taj predmet
uputiti Vijecu.

(5) Zajedni¢ko nadzorno tijelo obavjeStava glavnog ravnatelja i Vije¢e o njegovim
preispitivanjima te iznosi sve potrebne preporuke u vezi s postupcima i praksom zastite
podataka. Glavni ravnatelj i Vijece te preporuke uzimaju u obzir i poduzimaju sve potrebne
mjere kako bi rijesili sve bilo koje probleme u vezi s tim postupcima i praksama.

(6) Zajednic¢ko nadzorno tijelo u redovitim razmacima sastavlja i objavljuje izvjeSéa o
svojim aktivnostima.

GLAVAYV.
Financijske odredbe

Clanak 35.
Proracun

(1) Proracun SELEC-a donosi se na godi$njoj osnovi. Financijska godina traje od 1.
sijecnja do 31. prosinca.

(2 U proratunu se utvrduju ukupni prihodi 1 ukupni rashodi za odredenu godinu.
Proracun treba biti uravnotezen, ukupni godisnji prihodi uvijek moraju pokrivati ukupne
godisnje rashode.

3) Vijece razmatra 1 odobrava proracun najkasnije do 31. svibnja svake godine. Vijece
moze revidirati proracun.

4) PetogodiSnji financijski plan razmatra se i usvaja te se moze revidirati zajedno s
godis$njim proracunom.
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Clanak 36.
Prihodi

(1)  Proracun se financira iz doprinosa drzava ¢lanica i ostalih prihoda.

2 Ostali prihodi mogu ukljucivati donacije, subvencije ili druga sredstva nacionalnih
vlada, medunarodnih organizacija ili iz drugih javnih izvora te, uz prethodno odobrenje
Vijeca, iz privatnih izvora.

3) Neispunjavanje financijskih obveza bilo koje drzave ¢lanice podnosi se Vijeéu na
razmatranje.

Clanak 37.
Vanjska revizija financijskog poslovanja

Financijska dokumentacija SELEC-a, ukljucujuéi izvjestaje o proracunskim prihodima i
rashodima, te bilanca SELEC-ove aktive i pasive, podlijezu vanjskoj reviziji financijskog
poslovanja.

Clanak 38.
Financijska pravila i propisi

Financijska pravila i propise razmatra i donosi Vijece.

GLAVA VI.
Sudjelovanje

Clanak 39.
Clanstvo

Clanice SELEC-a stranke su ove Konvencije.

Clanak 40.
Primanje u ¢lanstvo

1) SELEC je otvoren za primanje u ¢lanstvo svakoj drzavi koja ima posebni interes za
suradnju u provedbi zakona u regiji jugoistocne Europe i koja podnese zahtjev za primanje u
Clanstvo, slaze se s ciljem i zadacama SELEC-a, kako su utvrdeni ovom Konvencijom, te koja
zadovoljava kriterije koje je odredilo Vijece.

2 Zahtjev za primanje u Clanstvo podnosi se na razmatranje i odobrenje Vije¢u. Kada
dobije odobrenje, Vije¢e poziva drzavu podnositeljicu zahtjeva da pristupi ovoj Konvenciji
prema ¢lanku 45.
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Clanak 41.
Status operativnog partnera

1) Status operativnog partnera u SELEC-u otvoren je, na zahtjev, bilo kojoj drzavi ili
medunarodnoj organizaciji ili tijelu koji izrazi spremnost na suradnju sa SELEC-om, suglasni
su pruzati potporu SELEC-u, te koji sa SELEC-om potpisu sporazum o suradnji.

(2)  Nakon $to Vijece odluci da podnositelj zahtjeva ispunjava potrebne uvjete za pocetak
pregovora o statusu operativnog partnera, glavni ravnatelj pregovara s tim podnositeljem
zahtjeva o sporazumu o suradniji.

3) Sporazumom o suradnji utvrduju se, izmedu ostalog, pravila zastite osobnih podataka,
sigurnosne mjere, financijski odnosi te nacini rjeSavanja sporova izmedu SELEC-a i
operativnog partnera. Kada Vije¢e odobri nacrt teksta sporazuma o suradnji, glavni ravnatelj
ga potpisuje u ime SELEC-a.

4) Status operativnog partnera moze se obustaviti ili ukinuti odlukom Vijeca.

(5) Operativni partner moze, na vlastiti troSak, rasporediti svoje predstavnike u sjediStu
SELEC-a u svrhu provedbe sporazuma o suradniji.

Clanak 42.
Status promatraca

(1) Status promatraca u SELEC-u otvoren je, na zahtjev, bilo kojoj drzavi ili
medunarodnoj organizaciji ili tijelu koji izraze spremnost na suradnju i doprinos SELEC-u.

2 Promatraci mogu biti pozvani da prisustvuju sastancima Vijeca. Status promatraca ne
daje pravo sudjelovanja u operativnim aktivnostima ili razmjenjivanja osobnih il
klasificiranih podataka ili informacija.

3) Status promatrac¢a moze se odobriti, obustaviti ili ukinuti odlukom Vije¢a koja je
donesena u skladu s uvjetima utvrdenima u Smjernicama za promatrace.

Clanak 43.
Odnosi s organizacijama i tijelima za provedbu zakona

1) SELEC ¢e nastojati uspostaviti obostrano korisne odnose s europskim i drugim
medunarodnim organizacijama i tijelima za provedbu zakona, izmedu ostalog, Europol-om,
Interpol-om i Svjetskom carinskom organizacijom, kako bi pojacali u¢inkovitu suradnju u
provedbi zakona.

(2 Uspostavom odnosa s Europolom c¢ak 1 prije sklapanja sporazuma o suradnji, SELEC
moze koristiti, izmedu ostalog, Europolove mogucénosti strateske i operativne analize ako ih
Europol ponudi. U tu svrhu, SELEC i Europol mogu se sporazumjeti o rasporedivanju jednog
ili viSe predstavnika u sjedistu SELEC-a i Europola.
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GLAVA VII.
Odgovornost

Clanak 44.
Odgovornost

1) Bilo koja ugovorna odgovornost u vezi sa SELEC-om uredena je zakonima koji se
primjenjuju u drzavi u kojoj ugovor ima pravne ucinke, osim ukoliko je ugovorom drugacije
uredeno.

(2) U sluc¢aju izvanugovorne odgovornosti, SELEC je obvezan nadoknaditi bilo koju Stetu
nastalu krivnjom njegovih tijela, glavnog ravnatelja, ravnatelja i osoblja SELEC-a u
obavljanju njihovih duznosti.

GLAVA VIII.
Zavrsne odredbe

Clanak 45.
Potpisivanje, ratifikacija, prihvat, odobrenje i pristup

(1)  Ova Konvencija otvorena je za potpisivanje drzavama strankama Ugovora o suradnji u
sprecavanju i suzbijanju prekograni¢nog kriminala, sastavljenog u Bukurestu, Rumunjska, 26.
svibnja 1999. godine.

(2)  Ova Konvencija podlijeze ratifikaciji, prihvatu ili odobrenju drzava potpisnica u
skladu s njihovim odgovaraju¢im pravnim uvjetima.

(3)  Ova Konvencija otvorena je za pristupe drugim drzavama u skladu s odredbama ove
Konvencije.

4) Isprave o ratifikaciji, prihvatu, odobrenju ili pristupu polazu se kod depozitara.

(5) Svaka drzava ¢lanica obavjestava Tajnistvo o njezinim nacionalnim nadleZnim tijelima
prilikom polaganja njezine isprave o ratifikaciji, prihvatu, odobrenju ili pristupu.

Clanak 46.
Stupanje na snagu

1) Ova Konvencija stupa na snagu Sezdesetog dana od datuma kada je devet drzava
stranaka Ugovora o suradnji u spreCavanju i suzbijanju prekogranicnog kriminala,
sastavljenog u Bukurestu, Rumunjska, 26. svibnja 1999. godine, polozilo njihove isprave o
ratifikaciji, prihvatu ili odobrenju.

(2 Za svaku drzavu koja ratificira, prihvati, odobri ili pristupi ovoj Konvenciji nakon
datuma njezinog stupanja na snagu, kako je predvideno u stavku 1., ova Konvencija u odnosu
na tu drzavu stupa na snagu datumom polaganja njezine odgovarajuce isprave.
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Clanak 47.
Izmjene i dopune

1) Ova Konvencija moZe biti izmijenjena i dopunjena na prijedlog bilo koje drzave Clanice.

2 Glavni ravnatelj svaki takav prijedlog dostavlja drzavama Clanicama najmanje Sest
mjeseci prije podnoSenja Vijecu na razmatranje i odobrenje.

3) Izmjene 1 dopune ove Konvencije odobrene prema stavku 2. podlijezu ratifikaciji,
prihvatu ili odobrenju drzava Clanica i stupaju na snagu u skladu s postupcima utvrdenima
¢lankom 46.

Clanak 48.
Rezerve

Nikakve rezerve nije moguce staviti na ovu Konvenciju.

Clanak 49.
Prijelazne odredbe

1) Stupanjem na snagu ove Konvencije, Ugovor o suradnji u sprecavanju i suzbijanju
prekograni¢nog kriminala, sastavljen u BukureStu, Rumunjska, 26. svibnja 1999. godine,
prestaje biti na snazi.

(2)  Svaprava, obveze i imovina koja pripada SECI Centru prenosi se na SELEC datumom
stupanja na snagu ove Konvencije.

(3) Svi promatrac¢i u SECI Centru imaju pravo postati promatra¢i u SELEC-u sluZbeno
izjavljujuci takvu njihovu namjeru glavnom ravnatelju.

4) Promatrac¢i u SECI Centru koji zele postati operativni partneri u SELEC-u podnose
zahtjev za stjecanjem takvog statusa.

(5) Svi stalni savjetnici u Zajednickom odboru za suradnju SECI Centra imaju pravo,
temeljem Ugovora o SECI-u, postati promatra¢i u SELEC-u sluzbeno izjavljuju¢i takvu
njihovu namjeru glavnom ravnatelju.

(6) Ugovor o sjedistu izmedu Rumunjske i Regionalnog centra Inicijative za suradnju u
jugoistocnoj Europi za suzbijanje prekograni¢nog kriminala, sastavljen u Bukurestu,
Rumunjska, 2. listopada 2000. godine, ostaje na snazi dok ne stupi na snagu sporazum o
sjedistu iz Clanka 6. stavka 2. izmedu SELEC-a i drzave domacina.

Clanak 50.
RjesSavanje sporova

U slucaju spora izmedu dvije ili viSe drzava Clanica ili izmedu drzave ¢lanice i SELEC-a u
vezi s tumacenjem ili primjenom ove Konvencije, odnosne stranke c¢e traZiti rjeSenje
medusobnim konzultacijama i1 pregovorima. Ukoliko se takvim konzultacijama i pregovorima
ne uspije rijesiti spor u roku od Sest mjeseci, stranke ¢e ga podnijeti Vijeu na razmatranje i
odgovarajuce djelovanje.
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Clanak 51.
Povlacenje

1) Svaka drzava €lanica moze se u bilo koje doba povuci iz ove Konvencije pisanom
obavije$¢u Tajnistvu i depozitaru, koji zatim svakoj drzavi ¢lanici dostavlja ovjerenu presliku
te obavijesti.

2 Povlacenje stupa na snagu tri mjeseca od datuma kada je depozitar primio takvu
obavijest. Aktivnosti ili postupci koji postoje ili su u tijeku u vrijeme povlacenja dovrSavaju

se, bez obzira na to, u skladu s odredbama ove Konvencije.

3) Sto se ti¢e financijskih obveza, takvo povlagenje stupa na snagu na kraju financijske
godine u kojoj je objavljeno.

4) Drzava clanica koja se povuce i dalje primjenjuje odredbe ove Konvencije koje se
odnose na zastitu podataka razmijenjenih prema ovoj Konvenciji.

Clanak 52.
Depozitar

(1)  Vlada Rumunjske depozitar je ove Konvencije.

(2)  Depozitar ¢e dostaviti ovjerenu presliku izvornika Tajnistvu Ujedinjenih naroda radi
registracije 1 objave u skladu s ¢lankom 102. Povelje Ujedinjenih naroda.

Izvornik ove Konvencije, u jednom primjerku na engleskom jeziku, polaze se kod depozitara
koji ¢e svakoj drzavi ¢lanici dostaviti ovjerenu presliku.

U POTVRDU TOGA, dolje potpisani, za to propisno ovlasteni od njihovih vlada, potpisali su
ovu Konvenciju.

Sastavljeno u Bukurestu, Rumunjska, 9. prosinca 20009.

otpravnik poslova — Veleposlanstvo Nj. E. g. Luan TOPCIU, v.r.

zamjenik ministra — Ministarstvo sigurnosti Nj. E. g. Mijo KRESIC, v.r.

zamjenik ministra — Ministarstvo unutarnjih
poslova Nj. E. g. Veselin VUCHKOQV, v.r.

pomocnica ravnatelja — Carinska
uprava gda. Ivana SOIC, v.r.
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drzavni tajnik — Ministarstvo unutarnjih
poslova
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zamjenik ministra — Ministarstvo zastite
gradana

I
drzavni tajnik — ministarstvo pravosuda i
provedbe zakona
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ministar — Ministarstvo unutarnjih poslova

zamjenik ministra — Ministarstvo unutarnjih
poslova i javne uprave

drzavni tajnik — Ministarstvo uprave i
unutarnjih poslova

drzavni tajnik — Ministarstvo unutarnjih
poslova

ravnatelj — Carinska
uprava

podtajnik — Podtajnistvo
Za carinu
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gda. Violeta ANDONOVSKA, v.r.

Nj. E. g. Spyros VOUGIAS, v.r.

g. Andras TURI, v.r.

Nj. E. g. Victor CATAN, v.r.

Nj. E. gda. Nada VUKANIC, v.r.

g. Marian TUTILESCU, v.r.

g. Dragan MARKOVIC, v.r.

0. Rajko SKUBIC, v.r.

g. Maksut METE, v.r.
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CONVENTION OF THE SOUTHEAST EUROPEAN LAW ENFORCEMENT
CENTER

The Parties to this Convention, being Contracting Parties to the Agreement on Cooperation to
Prevent and Combat Transborder Crime, done at Bucharest, Romania on May 26, 1999
(hereinafter referred to as “Member States™);

Recognizing the value and advances of the cooperation, structures and procedures
established and developed under the auspices of the Southeast European Cooperative
Initiative (SECI);

Acknowledging that it is incumbent on all democratic nations to establish a society
founded in freedom, security and justice;

Respecting the European Convention for the Protection of Human Rights and
Fundamental Freedoms;

Aware that criminals have no respect for borders and are disposed to exploit the same
to the detriment of equity and justice;

Having in mind that criminal entrepreneurs debase and corrupt legitimate economies,
societies and the rule of law through trans-national criminal markets and the forging of
international illicit trade alliances;

Considering that it is the responsibility of all governments in the interests of their
citizens to engage in effective measures to counter crime and the causes of crime while
fully respecting the fundamental rights of individuals including the protection of
personal data;

Recognizing the important role that effective exchange of information among law
enforcement agencies has in preventing and combating all forms of crime and serious
crime, including terrorism;

Regarding it to be in the common interest to capitalize on the advantages and
opportunities created by the SECI Regional Center for Combating Trans-border Crime
(SECI Center) and anticipating the advancement of those advantages and opportunities
in a new international organization;

Considering international treaties in the field of trans-border crime and cooperation in
law enforcement, as well as the EU acquis to the extent applicable;

And pursuant to this common aim and interest in generating enhanced mechanisms for
effective cooperation between competent law enforcement agencies;

Acknowledging that the European Union has assigned to the European Police Office
(Europol) the driving role as the EU law enforcement body supporting the fight
against organized crime and other forms of serious crime and seeking to reach
operational complementarities for the mutual benefit of SELEC and Europol;
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Have agreed as follows:
TITLE |
Establishment, Objective and Tasks

Article 1
Establishment

The Member States hereby establish the Southeast European Law Enforcement Center
(hereinafter referred to as “SELEC”) to serve as a framework for cooperation among their
competent authorities in order to fulfill the objectives of SELEC.

Article 2
Obijective

The objective of SELEC, within the framework of cooperation among Competent Authorities,
is to provide support for Member States and enhance coordination in preventing and
combating crime, including serious and organized crime, where such crime involves or
appears to involve an element of trans-border activity.

Article 3
Tasks

In accordance with Article 2, SELEC shall have the following tasks:

@ to support investigations and crime prevention activity in Member States and
in accordance with this Convention;

(b) to facilitate the exchange of information and criminal intelligence and requests
for operational assistance;

(© to notify and inform the National Focal Points of Member States of
connections between suspects, criminals or crimes related to the SELEC
mandate;

(d) to collect, collate, analyze, process and disseminate information and criminal
intelligence;

(e to provide strategic analysis and to produce threat assessments related to the
SELEC objective;

() to establish, operate and maintain a computerized information system;
(9) to act as a depositary of good practice in law enforcement methods and
techniques and to promote the same through multi-national training and

conferences for the benefit of Member States;

(h) to undertake other tasks consistent with the objective of this Convention,
following a decision by the Council.
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Article 4
Definitions

For the purposes of this Convention:

(@)

(b)

(©

(d)

(€)

(f)

(9)

(h)
(i)

1)

(k)

“SECI Center” shall mean the Southeast European Cooperative Initiative
Regional Center for Combating Trans-border Crime established by the
Agreement on Cooperation to Prevent and Combat Trans-border Crime done at
Bucharest, Romania on May 26, 1999;

“Law enforcement” shall refer to all activity aimed at preventing and
combating crime. It includes, but is not limited to, the work of customs, police
and border guards where that work falls under the SELEC mandate;

“Competent authority” shall mean any public body existing within a Member
State or Operational Partner which is responsible for law enforcement under
national law;

“Multi-agency” shall mean the combination of different competent authorities
involved in a single enterprise. Specifically in this Convention, it means a
combination of border guards, police, customs and other competent authorities;

“Serious crime” shall mean conduct constituting an offence punishable by a
maximum deprivation of liberty of at least four years or a more serious
penalty;

“Organized crime” shall mean any crime conducted by a structured group of
three or more persons, existing for a period of time and acting in concert with
the aim of committing one or more serious crimes or offences;

"Trans-border activity" shall mean any illegal activity which is conducted or is
intended to be conducted in the territory of more than one Member State;

“Person” shall mean any natural or legal person;

“Personal data” shall mean all information relating to an identified or
identifiable natural person (“data subject”);

“Processing” of personal data (processing) shall mean any operation or set of
operations which is performed upon personal data, such as collection,
recording, organization, storage, adoption or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, blocking, erasure or destruction as well as transfer
of personal data across national borders;

“Need to know” shall mean where a recipient of data or information requires
knowledge of that information for a specific and authorized need established
by reference to his or her post, role, office or function;
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Q) “Third Party” shall mean a state or international organization or body which is
not a Member State, Operational Partner, or Observer.

TITLE NI
Legal Status and Organization

Article 5
Legal Status

1) SELEC shall have international legal personality.

2 SELEC shall have in each Member State legal and contractual capacity under that
State’s law.

3) In particular, it shall have the capacity:
@ to contract;
(b)  toacquire and dispose of movable and immovable property;
(c)  tobea party to legal proceedings.

Article 6
Privileges and Immunities

(1)  SELEC, the representatives of the Member States, the Liaison Officers, Director
General, Directors, the SELEC Staff, and the representatives of the Operational Partners shall
enjoy the privileges and immunities necessary for the performance of their tasks, in
accordance with a Protocol that shall be concluded by the Member States.

2 SELEC shall conclude a headquarters agreement with the Host Country.

Article 7
Organs of SELEC
The Organs of SELEC shall be:
(@  the Council;
(b)  the Secretariat.
Article 8
Council

Q) The Council shall be the supreme decision-making body of SELEC.

2 The Council shall consist of one representative designated with his or her alternate
from each Member State. Each representative may be supported by a delegation.
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3) Members of the Council shall be high level officials with authority to act on behalf of
their States. When a member of the Council is unable to attend a meeting, he or she shall be
replaced by his or her alternate.

(4)  The Council shall have a Chairperson selected by annual alphabetical rotation among
the Member States.

(5) Each Member State shall have one vote in the Council.
(6)  The Council shall meet at least once a year.
(7)  The Council shall have the following tasks:
@ approve the SELEC strategic plan and annual action plan;

(b) annually approve the SELEC budget and define Member States’ financial
contributions;

(©) approve tasks for the SELEC other than those set forth in Article 3 of this
Convention;

(d) elect and dismiss the Director General and Directors, and establish their terms
and conditions of employment in accordance with this Convention;

(e adopt the Security Manual;
()] appoint a Data Protection Officer, who shall be a member of the SELEC Staff;

(9) appoint external financial auditors for SELEC in accordance with this
Convention;

(h) endorse the SELEC annual report;
Q) authorize the Director General to negotiate agreements, including memoranda
of understanding, with the Host Country or Third Parties and, if appropriate, to

define negotiating positions;

() approve the conclusion of agreements, including memoranda of understanding,
with the Host Country or Third Parties;

(k) establish criteria for admission for new membership to the SELEC ;

() approve applications for membership by States and their admission to the
SELEC;

(m)  approve applications by any Third Party to become an Observer or an
Operational Partner;
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(n) adopt its own rules of procedure, as well as rules of procedure and regulations
necessary for the proper implementation of this Convention, including
Guidelines for Observers;
(0) comply with other tasks as defined elsewhere in this Convention.
(8) In executing the tasks set forth above in items a, b, c, e, i, J, k, I, m and n of paragraph
(7), the Council shall decide by consensus of all Member States. In executing all other tasks,
the Council’s decisions must be reached by two-thirds majority of all Member States, unless
otherwise provided in this Convention.
(9)  The Council may establish committees and working groups to assist its work.

Article 9
Secretariat

(1)  The Secretariat shall consist of:

(@  the Director General,

(b)  the Directors;

(c)  the SELEC Staff.
2 In the performance of their duties, the Director General, the Directors and the SELEC
Staff shall not seek, receive or act on instructions from any government or from any other
authority external to SELEC.
3) Each Member State undertakes to respect the exclusively international character of the
responsibilities of the Director General, the Directors and the SELEC Staff and shall not seek

to influence them in the discharge of their responsibilities.

Article 10
Director General

1) SELEC shall be headed by a Director General who shall function as its chief executive
officer and legal representative.

(2)  The Director General shall be elected for a term of 4 years. The Director General may
be reelected only once.

3 The Director General shall be a citizen of one of the Member States and shall be
elected by the Council following an open and public procedure.

(4)  The Director General shall be accountable to the Council with respect to the
performance of his or her duties.

5) The Director General shall be responsible for:

@ the effective management of SELEC;



37

(b) preparing and implementing the strategic plan, the annual action plan and the
budget;

(© preparing and submitting to the Council the annual reports;
(d) promoting and developing relations with Member States and Third Parties;

(e negotiating and concluding agreements on the acceptance of other income as
provided in Article 36, paragraph (2);

()] drafting and proposing rules of procedure and regulations necessary for the
proper implementation of this Convention;

(09) representing SELEC and its interests;

(h) designating a Director to act on his or her behalf in the event of absence or
incapacity;

Q) performing other tasks as necessary in compliance with the provisions of this
Convention.

Article 11
Directors

(1)  The Director General shall be assisted by one or more Directors. The Council shall
define the number, function, and roles of the Directors.

2 Directors shall be elected for a term of 3 years. Directors may be reelected only once.

3) Each Director shall be a citizen of one of the Member States and shall be elected by
the Council following an open and public procedure.

(4)  The Directors shall be accountable to the Director General for the tasks assigned to
them.

Article 12
SELEC Staff

(1)  SELEC Staff shall consist of all persons working under the authority and control of the
Director General and Directors.

2 SELEC Staff shall consist of nationals of Member States, taking into account the
adequate representation of all Member States.

3) Staff Regulations shall include the rules, principles and procedures governing the
selection of staff, their recruitment, classification of posts, and the efficient operation of
SELEC’s Secretariat in attainment of the objective of this Convention.
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Article 13
National Units

(1)  The National Units shall be established by the Member States for the purpose of
implementing the objective of this Convention.

2 The National Units shall consist of:
@) Liaison Officers;
(b) National Focal Points.

Article 14
Liaison Officers

1) For the purposes of police and customs cooperation, each Member State shall post at
least one Liaison Officer to work at the headquarters of SELEC.

(2)  The SELEC Liaison Officers shall work under the national laws of the appointing
Member States and represent the interests of those States and all their national competent
authorities equally. However, their work shall also be regulated by the terms of this
Convention. The SELEC Liaison Officers shall respect the internal rules and regulations of
SELEC.

3) Prior to appointment, any SELEC Liaison Officer shall have undergone a security
screening procedure according to national requirements allowing access to law enforcement
and/or classified information.

4) In cases where the conduct of a Liaison Officer is not satisfactory in terms of this
Convention, the Director General may report to the sending Member State accordingly.

(5) SELEC Liaison Officers shall not represent his or her Member State as a delegate to
the Council.

(6)  All costs relating to the appointment and posting of a SELEC Liaison Officer shall be
funded by the Member State. However, SELEC shall provide from its budget reasonable and
adequate office accommodation and equipment for that Liaison Officer to perform his or her
duties.
Article 15
National Focal Points

Q) In furtherance of the aims of this Convention, the Member States shall establish or
designate a multi-agency office or unit, which shall serve as the National Focal Point.

(2)  The National Focal Point shall act as the single point of contact in the Member State
for communications with SELEC, through the Liaison Officers of the given Member State.

3 The National Focal Point shall be adequately staffed and provided with all necessary
equipment, resources and facilities required to perform its tasks as defined in this Convention.
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(4)  The National Focal Point and its Staff shall be governed by national law, but will
conduct its affairs with reference to this Convention and shall, in particular, comply with the
principles of data protection contained in this Convention.

Article 16
Headquarters and Official Language

1) SELEC shall be located in Bucharest, Romania.

(2)  The Host Country shall ensure without payment the building and the current and
capital repairs to the infrastructure of the SELEC.

(3)  The official language of SELEC shall be English.

TITLE 111
Information System and Data Security

Article 17
Information Exchange System

(1)  According to the stages set forth in this Article, SELEC shall establish and maintain a
computerized information system for holding and processing data necessary to the
performance of its tasks as laid down in Article 3. This information system shall include any
stand alone hardware or independently structured database and all information technology
under the control of SELEC.

2 SELEC shall conduct information exchanges and joint operations, in which SELEC
through Liaison Officers and representatives of Operational Partners shall obtain data,
including personal data.

3) In all instances, SELEC’s processing of personal data shall be subject to limitations
imposed by the provider of the data and subject to the data protection procedures developed to
satisfy the principles of data protection set out in this Convention and other applicable
requirements of national law and bilateral or multilateral international agreements. SELEC
shall store data in such a way that it can be established by which Member State, Operational
Partner, Observer, or Third Party the data were transmitted or whether they are the result of an
analysis by SELEC.

(4)  To the extent and after such time that data protection procedures appropriate to the
task have been established and implemented, SELEC shall then proceed to enhance its ability
to assist Member States and enhance coordination among them in preventing, detecting and
combating serious trans-border crime by maintaining and indexing such personal data for use
in subsequent investigations involving SELEC and its Operational Partners.

(5) Subsequently, to the extent and after such time that data protection procedures
appropriate to the task have been established and implemented, SELEC shall then proceed to
establish and maintain one or more databases, which may include personal and non-personal
data. Such data shall be collected in the context of SELEC’s participation in concrete cases, as
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well as outside the context of concrete cases as provided by Member States, Operational
Partners, Observers and Third Parties, and SELEC shall analyze and process such data in an
effort to prevent, detect, and investigate serious trans-border crime.

(6) The Director General or any Member State may propose to the Council that it is
appropriate to move to the next stage pursuant to this Article. In evaluating such a proposal,
the Council shall consult the Joint Supervisory Body. The Council must decide by consensus
if data protection procedures appropriate to the task have been implemented and whether to
proceed to the next stage, as described in paragraph (4) and (5).

(7)  The information systems operated by SELEC must under no circumstances be linked
to other automated processing systems, except for the automated processing systems of the
National Units.

(8) SELEC shall be responsible for and shall take all necessary measures for the proper
working and implementation of the information system in technical and operational respects.

Article 18
Use of Information System

1) In establishing and maintaining an information system, SELEC and Member States
shall take necessary and adequate technical precautions, and shall establish control
mechanisms, to ensure the integrity and adequacy of the data in the information system, to
prevent accidental or unauthorized erasure, modification, or dissemination and to prevent
unauthorized access.

2 In order to perform its task the SELEC information system shall be accessible on a
“need to know” basis by:

@ National Focal Points;
(b) Liaison Officers;
(© Directors and SELEC Staff authorized by the Director General;

(d)  Operational Partners authorized by the terms of their respective cooperation
agreements.

3) Data may be input into SELEC information system only by:
€)) National Focal Points;
(b) Liaison Officers;
(© Directors and SELEC Staff authorized by the Director General;

(d)  Operational Partners authorized by the terms of their respective cooperation
agreements.
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(4)  Access to or input of data into the SELEC information system may only be carried out
by persons who have been adequately trained and certified, as specified in the rules of
procedure.

(5)  All details concerning the data insertion, research or access shall be recorded in
auditable format. Such details shall be stored in the SELEC information system, in
compliance with data protection rules as defined in this Convention.

Article 19
Data security

1) SELEC shall take the necessary technical and organizational measures to ensure the
implementation of this Convention with respect to data security.

2 In respect of automated data processing at SELEC each Member State and SELEC
shall implement measures designed to:

(@) deny unauthorized persons access to data processing equipment used for
processing personal data (equipment access control);

(b) prevent the unauthorized reading, copying, modification or removal of data
media (data media control);

(c) prevent the unauthorized input of data and the unauthorized inspection,
modification or deletion of stored personal data (storage control);

(d) prevent the use of automated data processing systems by unauthorized persons
using data communication equipment (user control);

(e) ensure that persons authorized to use an automated data processing system only
have access to the data covered by their access authorization (data access
control);

(f) ensure that it is possible to verify and establish to which bodies personal data
may be transmitted using data communication equipment (communication
control);

(9) ensure that it is possible to verify and establish which personal data have been
input into automated data or processing systems and when and by whom the data
were input (input control);

(h) prevent unauthorized reading, copying, modification or deletion of personal data
during transfers of personal data or during transportation of data media (transport
control);

(i) ensure that installed systems may, in case of interruption, be immediately
restored (recovery);
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(J)  ensure that the functions of the system perform without fault, that the appearance
of faults in the functions is immediately reported (reliability) and that stored data
cannot be corrupted by means of a malfunctioning of the system (integrity).

Article 20
Classified Information

(1)  All information processed by or through SELEC, except information which is
expressly marked or is clearly recognizable as being public information, shall be subject to a
basic protection level within the SELEC organization as well as in the Member States.
Information which is subject only to the basic protection level shall not require a specific
marking of a SELEC security level, but shall be designated as SELEC data.

2 SELEC and the Member States shall take appropriate measures to protect classified
information according to the requirement of confidentiality specified by the party providing
the information on the basis of this Convention.

3) No person shall obtain access to classified information except with prior security
screening and clearance by their national government according to its national law. The
relevant authority under national provisions shall inform SELEC only of the results of the
security screening, which shall be binding on SELEC.

(4)  The Council shall adopt a Security Manual which shall include, inter alia, detailed
rules on the security measures to be applied within the SELEC organization and a security
package corresponding to each classification level.

(5) SELEC shall use the following classification levels: “restricted”, “confidential”,
“secret” and “top secret”.

(6)  The responsibility for the practical implementation of the security measures laid down
in the Security Manual shall lie with the Director General.

TITLE IV
Personal Data Protection

Article 21
Personal Data

1) Personal data entered to the SELEC Information System shall relate to persons who, in
accordance with the national law of the Member State concerned, are the subjects of an
investigation relating to a criminal offense in respect of which SELEC is competent or who
have been convicted of such an offence;

2 Data related to persons referred to in paragraph (1) may include only the following
details:

€)) surname, maiden name, given names and any alias or assumed name;

(b) date and place of birth;
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citizenship;

sex;

place of residence, profession and whereabouts of the person concerned,
driving licenses, identification documents and passport data; and

where necessary and available, other characteristics likely to assist in

identification, including any specific objective physical characteristics not
subject to change, and Personal or other Identification Number.

3) In addition to the data referred to in paragraph (2), the SELEC Information System
may also be used to process the following details concerning the persons referred to in

paragraph (1):

(@)
(b)
(©)
(d)

criminal offences and when, where and how they were committed;
means which were or may be used to commit the criminal offences;
suspected membership of a criminal organization;

convictions, where they relate to criminal offences in respect of which SELEC
is competent;

4) The SELEC Information System may also include:

(a)

(b)

data referred in paragraph (3) (a) and (b) when they do not yet contain any
references to natural persons;

any other data which are or may be involved in criminal cases not directly
related to natural persons including commodities, means of transport,
businesses, and any technical means used for identification of these.

Article 22
Standard of Personal Data Protection

SELEC shall apply principles on the protection of personal data processed by SELEC taking
into account the level of protection and administrative practice in the Member States and
according to the standards and principles of the Council of Europe Convention for the
Protection of Individuals with regard to Automatic Processing of Personal Data of 28 January
1981, and of Recommendation No. R (87) 15 of the Committee of Ministers of the Council of
Europe of 17 September 1987. SELEC shall observe these principles in the processing of
personal data, including non-automated data held in the form of data files.
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Article 23
Principles of Personal Data Protection

1) Pursuant to this Convention, any personal data will only be processed in accordance
with the following principles and enforcement mechanisms:

@ personal data shall only be processed for the purpose of the objectives and
tasks of SELEC;

(b) processing of personal data must be fair and lawful;

(©) processing of personal data must be adequate, relevant and not excessive in
relation to the purposes for which they were initially collected;

(d)  data must be accurate and kept up to date and the quality and integrity of
personal data processed by SELEC shall be maintained;

(e)  technical and organizational security measures should be taken that are
appropriate to the risks presented by the processing;

()] SELEC shall process personal data in a manner that is transparent, consistent
with its law enforcement objective and tasks;

(o) any data subject shall have access to his or her personal data maintained by
SELEC, consistent with SELEC’s law enforcement objective and tasks;

(n)  any data subject shall have an appropriate right of redress with respect to his or
her personal data maintained by SELEC, consistent with SELEC’s law
enforcement objective and tasks;

Q) the processing of personal data by SELEC shall be subject to oversight by an
independent Joint Supervisory Body, established pursuant to this Convention.

2) Personal data revealing racial or ethnic origin, political opinions, religious or other
beliefs, trade union membership, and data concerning health or sex life may not be processed
unless such data are strictly necessary for the purposes of a specific investigation in which
SELEC is involved and only if the transmission of this data to SELEC for such processing is
permitted by the national law of the transmitting party. It shall be prohibited to select a
particular group of persons solely on the basis of the data listed in the first sentence of this
paragraph.

Article 24
Restrictions on Access to Particular Items of Personal Data

(1)  An authority providing personal data may restrict access to individual items of such
data by other Member States or Operational Partners.
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(2)  The transmitting Member State or Operational Partner or SELEC can agree with the
intended recipient on restrictions on the use of data and the transmission to Third Parties.
These restrictions should include measures to ensure consistency with the principles set forth
in Article 23 of this Convention.

Article 25
Time limits for the storage and deletion of personal data

1) Personal data in the Information System shall be held only for as long as is necessary
for the performance of SELEC’s tasks. The need for continued storage shall be reviewed no
later than three years after the input of personal data. Review of personal data stored in the
Information System and its deletion shall be carried out by the inputting party.

2 During the review, the inputting party referred to in paragraph (1) may decide on
continued storage of personal data until the next review which shall take place after another
period of three years if this is still necessary for the purpose of its processing. If no decision is
taken on the continued storage of personal data, those personal data shall automatically be
deleted by the SELEC. SELEC shall automatically inform the inputting parties three months
in advance of the expiry of the time limits for reviewing the storage of personal data.

Article 26
Further Processing

1) Nothing in this Convention shall prohibit or hinder law enforcement authorities from
cooperating and exchanging data in concrete cases and investigations, provided that such
cooperation and exchange of data includes measures to ensure consistency with the principles
mentioned in Article 23 of this Convention. However, transmission of data cannot take place
if the use of the transmitted data could violate human rights or rule of law principles.

2 Further processing of personal data for a purpose other than the purpose for which the
personal data was provided shall be only permitted insofar as:

(@ it is not incompatible with the purpose for which the data are processed by
SELEC; and

(b)  the inputting Member State or Operational Partner has given its prior consent;
and

(c) the processing authority is responsible for the prevention, investigation,
detection or prosecution of criminal offences within SELEC's objective.

(3)  Transfer of personal data to Third Parties or Observers may only take place with the
prior consent of the inputting party in accordance with its legislation and in accordance with
its evaluation of the adequate level of protection of personal data in the receiving Third Party
or Observer.
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Article 27
Data Protection Officer

(1)  The Council shall appoint a Data Protection Officer, who shall ensure compliance with
the data protection provisions of this Convention, according to functions assigned by the
Council. When assigning such functions, the Council shall ensure that the functions of the
Data Protection Officer are defined so that they do not interfere with the operation of SELEC
in concrete cases. In the performance of his or her duties, the Data Protection Officer shall act
independently.

2 The Data Protection Officer shall perform in particular the following tasks under the
direct authority of the Council:

@ ensuring, in an independent manner, lawfulness and compliance with the
provisions of this Convention concerning the processing of personal data;

(b)  ensuring that a written record of the transmission and receipt of personal data is
kept in accordance with this Convention;

(© ensuring that data subjects are informed of their rights under this Convention at
their request;

(d)  cooperating with SELEC Staff responsible for procedures, training and advice
on data processing;

(e) cooperating with the Joint Supervisory Bodly.

3) In the performance of the tasks described in paragraph (2), the Data Protection Officer
shall not take any instructions from the Director General, Directors, a Member State, or any
other source. In the performance of these tasks, the Data Protection Officer shall have access
to all the data processed by SELEC and to all SELEC premises.

4) If the Data Protection Officer considers that the provisions of this Convention
concerning the processing of personal data have not been complied with, he shall inform the
Director General and the Council. If the Director General does not resolve the non-
compliance of the processing within 60 days, the Data Protection Officer shall inform the
Council, which shall acknowledge receipt of the information. If the Council does not resolve
the non-compliance of the processing within a reasonable time, the Data Protection Officer
shall refer the matter to the Joint Supervisory Bodly.

(5)  The Council may determine additional tasks of the Data Protection Officer. Further
implementing rules concerning the Data Protection Officer shall be adopted by the Council.
The implementing rules shall in particular concern selection and dismissal, tasks, duties and
powers of the Data Protection Officer.
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Article 28
Responsibility in personal data protection matters

(1)  The responsibility for personal data processed at SELEC, in particular as regards the
legality of the collection, the transmission to SELEC and the input of personal data, as well as
their accuracy, their up-to-date nature and verification of the storage time limits, shall lie
with:

(@  the Member State, Operational Partner, Observer or Third Party that made
available the personal data;

(b) SELEC in respect of data which result from analyses conducted by SELEC.

2) In addition, SELEC shall be responsible for all personal data processed by it, from the
moment it includes such data in one of its automated or non-automated data files. Personal
data which has been transmitted to SELEC but not yet included in SELEC’s information
system shall remain under the data protection responsibility of the party transmitting the data.
However, SELEC shall be responsible for ensuring that until such personal data have been
included in a data file, they may only be accessed by authorized SELEC officials for the
purpose of determining whether they can be processed at SELEC, or by authorized officials of
the party which supplied the data. If SELEC, after appraisal, has reason to assume that data
supplied are inaccurate or no longer up-to-date, it shall inform the party which supplied the
data.

Article 29
Liability for unauthorized or incorrect data processing

1) Each Member State shall be liable, in accordance with its national law, for any damage
caused to an individual as a result of legal or factual errors in personal data. Only the Member
State in the territory of which the damage has occurred may be the subject of an action for
compensation on the part of the injured individual. A Member State may not plead that
another Member State had transmitted inaccurate data in order to avoid its liability under its
national legislation vis-a-vis an injured party.

(2 If these legal or factual errors occurred as a result of data erroneously communicated
or of failure to comply with the obligations of this Convention on the part of one or more
Member States or as a result of unauthorized or incorrect storage or processing by SELEC,
the Member State or States in question or SELEC, accordingly, shall be bound to refund, on
request, to the Member State which compensated the injured individual, the amounts paid as
compensation, unless the data in question were used by the latter in breach of this Convention.
This principle may also apply to Operational Partners, if their cooperation agreement with
SELEC so provides.

3 Any dispute between the Member States which compensated the injured individual
and SELEC or another Member State over the principle or amount of the refund shall be
referred to the Council, in accordance with Article 50.
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Article 30
Right of access of the data subject

(1)  Any person shall be entitled, at reasonable intervals, to obtain confirmation whether
personal data relating to him or her is processed by SELEC and to have communication to
him or her of such data in an intelligible form.

(2)  Any person wishing to exercise his or her rights under this Article may make a request
free of charge at SELEC.

(3)  The request shall be answered by SELEC without undue delay and in any case within
three months following its receipt by SELEC in accordance with this Article.

(4)  The provision of information in response to a request under paragraph 1 shall be
refused to the extent that such refusal is necessary to:

@ enable SELEC to fulfill its objectives and tasks properly;

(b) protect security and public order in the Member States or to prevent crime;
(© protect the rights and/or freedoms of third persons; or

(d) guarantee that any national or joint investigation will not be jeopardized.

(5)  When assessing the applicability of an exemption under paragraph (4), the interests of
the person concerned must be taken into account.

(6) Prior to its decision on a response to a request, SELEC shall consult the competent law
enforcement authorities that provided the data. SELEC shall refuse to provide information if
one or more competent law enforcement authorities or SELEC decide that the request must be
refused under paragraph (4). An authority deciding on refusal shall notify SELEC of the
reasons for its decision.

(7 If the provision of information in response to a request under paragraph (1) is refused,
SELEC shall notify the person concerned his or her request has been considered and refused
pursuant to this Convention, without giving any information which might reveal to him or her
whether or not personal data concerning him or her are processed by SELEC. The reasons for
a refusal shall be recorded by SELEC.

Article 31
Correction and deletion of data

Q) Any data subject shall have the right to ask SELEC in writing to correct or delete
incorrect data concerning him/her. If it emerges, either on the basis of the exercise of this
right or otherwise, that data held by SELEC which have been communicated to it by Third
Parties or which are the result of its own analyses are incorrect or that their input or storage
contravenes this Convention, SELEC shall correct or delete such data.
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2 If incorrect data have been transmitted by another appropriate means or if the errors in
the data supplied by Member States or Operational Partners are due to faulty transmission or
have been transmitted in breach of the provisions of this Convention or if they result from
their being entered, taken over or stored in an incorrect manner or in breach of the provisions
of this Convention by SELEC, SELEC shall be obliged to correct or delete the data in
collaboration with the Member States and Operational Partners concerned.

3) In the cases referred to in paragraphs (1) and (2), the Member States or Operational
Partners that have received the data shall be notified forthwith. The recipient Member States
or Operational Partners shall also correct or delete those data according to applicable
regulations.

(4)  Except as provided in Article 30, paragraphs (4) and (5), SELEC shall inform the data
subject in writing and without undue delay and in any case within three months that data
concerning him or her have been corrected or deleted.

Avrticle 32
Appeals

1) In its reply to a request for a check, for access to data, or a request for correction and
deletion of data, SELEC shall inform the data subject that he or she has the right to appeal to
the Joint Supervisory Body and of the time limit for such appeal.

2) Every data subject has the right to appeal to the Joint Supervisory Body if he or she is
not satisfied with the SELEC response to a request or if there has been no response to the
request within the time limits laid down in Articles 30 or 31. Such appeal must be lodged
within 30 days of the date the response is received or of the expiration of the time limits laid
down in Articles 30 or 31.

(3)  The Joint Supervisory Body shall examine and decide the appeal at its next meeting.
The decision of the Joint Supervisory Body on an appeal shall be final and binding on all
parties to the appeal.

(4)  Where the appeal relates to a response to a request as referred to in Article 30 or 31,
the Joint Supervisory Body shall consult the competent data protection authorities in the
Member State or Operational Partner which was the source of the data or the Member States
or Operational Partners directly concerned.

5) In the event that the appeal relates to decision referred to in Article 30 or 31 that is
based on an objection pursuant to Article 30, paragraph (4), by SELEC, a Member State or
Operational Partner, the Joint Supervisory Body shall only be able to overrule such objections
by consensus after having heard SELEC and the concerned Member States or Operational
Partners. If there is no such consensus, the Joint Supervisory Body shall notify the refusal to
the enquirer, without giving any information which might reveal the existence of any personal
data about the enquirer.
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Article 33
National supervision

1) Each Member State shall ensure independent national supervision, by designating an
authority, in accordance with its national law, of its activities under this Convention with
respect to personal data protection matters, and taking into account the international standards
and principles of personal data protection established by the Council of Europe.

(2)  Without prejudice to Article 29, the Member States provide for the right of every
person, regardless of his or her nationality or residence, to a judicial remedy for any breach of
the rights guaranteed him or her by the national law applicable to the processing in question.

3) SELEC shall take necessary measures to facilitate such national supervision, including
by providing access to the applicable Liaison Officers’ premises.

4) Member States shall inform the Joint Supervisory Body of any findings relating to
personal data protection concerning SELEC that result from such supervision.

Article 34
Joint Supervisory Body

(1)  An independent Joint Supervisory Body shall be set up to hear appeals pursuant to
Acrticle 32, and to review the procedures and practices at SELEC to ensure that they comply
with the data protection provisions of this Convention. The Joint Supervisory Body shall be
made up of one representative from each Member State who shall be independent as regards
personal data protection matters according to national law. The Joint Supervisory Body shall
determine its rules of procedure. In the performance of their duties, the members of the Joint
Supervisory Body shall not receive instructions from any other body.

(2)  The Joint Supervisory Body shall conduct periodic reviews at least one time per year.

3) SELEC shall assist the Joint Supervisory Body in the performance of the latter's tasks.
In doing so, it shall in particular:

(@  supply the information the Joint Supervisory Body requests, give it access to
all documents and paper files as well as access to the data stored in its data
files;

(b)  allow the Joint Supervisory Body free access at all times to all its premises;
(c) implement the Joint Supervisory Body's decisions on appeals.

4 If the Joint Supervisory Body identifies any violations of the provisions of this
Convention in the storage, processing or utilization of personal data, it shall bring the matter
to the attention of the Director General and shall request him to reply within a time limit
specified by the Joint Supervisory Body. The Director General shall keep the Council
informed of the entire procedure. If it is not satisfied with the response given by the Director
General to its request, the Joint Supervisory Body shall refer the matter to the Council.
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(5)  The Joint Supervisory Body shall inform the Director General and the Council about
its reviews and make any necessary recommendations regarding data protection procedures
and practices. The Director General and the Council shall consider such recommendations,
and take all appropriate steps to correct any problems with procedures and practices.

(6)  The Joint Supervisory Body shall draw up and make public activity reports at regular
intervals.

TITLEV
Financial Provisions

Article 35
Budget

(1)  The SELEC budget shall be established on an annual basis. The financial year shall
run from 1 January to 31 December.

(2)  The budget shall set forth total income and total expenditures for the year. The budget
shall balance, with total annual income always covering total annual expenditures.

(3)  The Council shall consider and approve the budget by 31 May of each year at the
latest. The budget may be revised by the Council.

(4) A five-year financial plan shall be considered and adopted and may be revised together
with the annual budget.

Article 36
Income

(1)  The budget shall be financed from contributions from the Member States and by other
income.

(2)  Other income may include donations, subsidies or other funds from national
governments, international organizations or other public sources, and, subject to prior
approval of the Council, private sources.

3) Failure of fulfillment of financial obligations by any Member State shall be submitted
to the Council for consideration.

Article 37
External Financial Audit

The financial records of SELEC, including the accounts established pursuant to the budget
showing income and expenditures, and the balance sheet showing SELEC's assets and
liabilities, shall be subject to an external financial audit.
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Article 38
Financial Rules and Regulations

Financial Rules and Regulations shall be considered and adopted by the Council.

TITLE VI
Participation

Article 39
Membership

The Members of SELEC are the Parties to this Convention.

Article 40
Admission

1) SELEC is open for admission to any State which has a particular interest in law
enforcement cooperation in the Southeast European Region and which applies for
membership, agrees with the objective and tasks of the SELEC as set forth in this Convention,
and satisfies criteria established by the Council.

(2)  Applications for membership shall be submitted to the Council for consideration and
approval. Once the approval is obtained the applicant State shall be invited by the Council to
accede to this Convention pursuant to Article 45.

Article 41
Operational Partner Status

1) Operational Partner status in SELEC shall be open upon request to any State or
international organization or body that expresses its readiness to cooperate with SELEC,
agrees to provide support to SELEC, and concludes a cooperation agreement with SELEC.

(2)  After the Council has decided that an applicant fulfills the conditions requested for
starting negotiations for the Operational Partner status, the Director General shall negotiate
the cooperation agreement with that applicant.

3) The cooperation agreement shall set forth, inter alia, appropriate regulations on
personal data protection, security measures, financial relations, and settlement of disputes
between the SELEC and the Operational Partner. Once the draft text of the cooperation
agreement has been approved by the Council, it shall be signed by the Director General on
behalf of SELEC.

4 Operational Partner status may be suspended or terminated by decision of the Council.

5) An Operational Partner may post, at its cost, representatives at the Headquarters of
SELEC for the purposes of the implementation of the cooperation agreement.
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Article 42
Observer Status

1) Observer status in SELEC shall be open upon request to any State or international
organization or body that expresses its readiness to cooperate with and to make a contribution
to SELEC.

2 Observers may be invited to attend the meetings of the Council. Observer status shall
not grant the right to participate in operational activities and to exchange personal or
classified data or information.

3) Observer status may be granted, suspended or terminated by a decision of the Council,
adopted in accordance with the conditions set forth in the Guidelines for Observers.

Article 43
Relations with Law Enforcement Organizations and Bodies

1) SELEC shall make efforts to establish mutually beneficial relationships with European
and other international law enforcement organizations or bodies, inter alia Europol, Interpol
and the World Customs Organization, in order to enhance effective law enforcement
cooperation.

2 In establishing its relationship with Europol and even prior to the conclusion of a
cooperation agreement, SELEC may make use of, inter alia, Europol’s strategic and
operational analysis capacity if Europol offers this capacity. To this end, SELEC and Europol
may agree on the posting of one or more representatives at the headquarters of SELEC and
Europol.

TITLE VI
Liability

Article 44
Liability

(1)  Any contractual liability involving SELEC shall be governed by the law applicable in
the State in which the contract has effect, except where the contract stipulates otherwise.

2 In the case of non-contractual liability, SELEC shall be obliged to make good any
damage caused through the fault of its Organs, Director General, Directors and SELEC Staff
in the performance of their duties.

TITLE VIII
Final Provisions

Article 45
Signature, Ratification, Acceptance, Approval and Accession

Q) This Convention shall be open for signature by the States Parties to the Agreement on
Cooperation to Prevent and Combat Trans-border Crime, done at Bucharest, Romania on May
26, 1999.
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(2)  This Convention is subject to ratification, acceptance, or approval by the signatory
States in accordance with their respective legal requirements.

(3)  This Convention shall be open for accession by other States in accordance with the
provisions of this Convention.

4) Instruments of ratification, acceptance, approval or accession shall be deposited with
the Depositary.

5) Each Member State shall inform the Secretariat of its national competent authorities
when depositing its instrument of ratification, acceptance, approval, or accession.

Article 46
Entry into Force

(1)  This Convention shall enter into force on the sixtieth day following the date when nine
State Parties to the Agreement on Cooperation to Prevent and Combat Trans-border Crime,
done at Bucharest, Romania on May 26, 1999 have deposited their instruments of ratification,
acceptance or approval.

2 For each State that ratifies, accepts, approves or accedes to this Convention after the
date of this Entry into Force, as provided for in paragraph (1), this Convention with respect to
that State shall enter into force on the date of the deposit by the State of its respective
instrument.

Article 47
Amendments

(1)  This Convention may be amended on the proposal of any Member State.

(2)  Any such proposal shall be communicated by the Director General to the Member
States at least six months before submission to the Council for consideration and approval.

(3)  Amendments to this Convention approved pursuant to paragraph (2) shall be subject to
ratification, acceptance or approval by the Member States and shall enter into force according
to the procedures set forth in Article 46.

Article 48
Reservations

No reservations may be made to this Convention.

Article 49
Transitional Provisions

(1)  Upon the entry into force of this Convention, the Agreement on Cooperation to
Prevent and Combat Trans-border Crime signed at Bucharest, Romania on May 26, 1999 shall
cease to have effect.
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(2)  All rights, obligations and property belonging to the SECI Center shall be transferred
to the SELEC on the date when this Convention enters into force.

(3)  All SECI Center observers shall have the right to become Observers to SELEC by
officially declaring to the Director General their intention to do so.

4 Observers to the SECI Center that wish to become Operational Partners to the SELEC
shall apply for such status.

(5)  All Permanent Advisors to the SECI Center Joint Cooperation Committee by virtue of
the SECI Agreement shall have the right to become Observers to SELEC by officially
declaring to the Director General their intention to do so.

(6)  The Headquarters Agreement between Romania and the Regional Center of Southeast
European Cooperative Initiative for Combating Trans-border Crime, done at Bucharest,
Romania on October 2, 2000, remains in force until the headquarters agreement mentioned in
Article 6, paragraph (2), between SELEC and the Host Country enters into force.

Article 50
Settlement of Disputes

In case of a dispute between two or more Member States or between a Member State and
SELEC concerning the interpretation or application of this Convention, the parties concerned
shall seek a solution through mutual consultations and negotiations. Should such consultations
and negotiations fail to resolve the dispute within six months, the parties shall submit the
dispute to the Council for consideration and appropriate action.

Article 51

Withdrawal
1) Each Member State may withdraw from this Convention at any time by written
notification to the Secretariat and to the Depositary, which then shall transmit a certified copy
of that notification to each Member State.

(2)  Withdrawal shall take effect three months from the date on which the notification was
received by the Depositary. Activities or proceedings existing or on-going at the time of
withdrawal shall nonetheless be completed in accordance with the provisions of this
Convention.

(3)  As far as financial obligations are concerned, such withdrawal shall take effect at the
end of the financial year in which it is notified.

4 A Member State which withdraws shall continue to observe the provisions of this
Convention concerning the protection of data exchanged pursuant to this Convention.

Article 52
Depositary

Q) The Government of Romania shall act as Depositary of this Convention.
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(2)  The Depositary shall transmit a certified copy of the original to the Secretariat of the
United Nations for registration and publication in accordance with Article 102 of the Charter
of the United Nations.

The original of this Convention in a single copy in the English language shall be deposited
with the Depositary which shall transmit a certified copy to each Member State.

IN WITNESS WHEREOF, the undersigned, being duly authorized by their respective
Governments, have signed this Convention.

Done at Bucharest, Romania on December 9, 2009.

Charge d’affairs — Embassy H.E. Mr. Luan TOPCIU

Deputy Minister — Ministry of Security H.E. Mr. Mijo KRESIC

Deputy Minister — Ministry of Internal
i H.E. Mr. Veselin VUCHKOV

>
=
2
»

Assistant Director General — Customs )
Administration Mrs. Ivana SOIC

2

P o _
State Secretary — Ministry of Interior

Affairs Ms. Violeta ANDONOVSKA

m—
Deputy Minister — Ministry of Citizen
Protection H.E. Mr. Spyros VOUGIAS

State Secretary — Ministry of Justice and
Law Enforcement Mr. Andras TURI
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Minister - Ministry of Internal
Affairs H.E. Mr. Victor CATAN

Deputy Minister — Ministry of Interior
Affairs and Public Administration H.E. Mrs. Nada VUKANIC

State Secretary — Ministry of
Administration and Interior Mr. Marian TUTILESCU

State Secretary — Ministry of Internal
Affairs Mr. Dragan MARKOVIC

Director General — Customs
Administration Mr. Rajko SKUBIC

Undersecretary — Undersecretariat of
Customs Mr. Maksut METE
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Clanak 3.

Provedba ovoga Zakona u djelokrugu je sredi$njeg tijela drzavne uprave nadleznog za
poslove financija i sredi$njeg tijela drzavne uprave nadleZznog za unutarnje poslove.

Clanak 4.
Na dan stupanja na snagu ovoga Zakona Konvencija iz ¢lanka 1. ovoga Zakona nije na snazi
te ¢e se podaci o njezinom stupanju na snagu objaviti sukladno odredbi ¢lanka 30. stavka 3.
Zakona o sklapanju i izvrSavanju medunarodnih ugovora.

Clanak 5.

Ovaj Zakon stupa na snagu osmoga dana od dana objave u Narodnim novinama.
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OBRAZLOZENJE

Uz ¢lanak 1.

Clankom 1. utvrduje se da Hrvatski sabor potvrduje Konvenciju Centra za provedbu zakona u
jugoisto¢noj Europi, sukladno odredbi ¢lanka 139. stavka 1. Ustava Republike Hrvatske, ¢ime
se iskazuje formalni pristanak Republike Hrvatske da bude vezana ovom Konvencijom, na
temelju Cega ¢e ovaj pristanak biti iskazan i na medunarodnoj razini.

Uz ¢lanak 2.

Clanak 2. sadrzi tekst SELEC Konvencije u izvorniku na engleskom jeziku i u prijevodu na
hrvatskom jeziku.

Uz ¢lanak 3.

Clankom 3. utvrduje se da je provedba ovoga Zakona u djelokrugu sredi$njeg tijela drzavne
uprave nadleznog za poslove financija 1 srediSnjeg tijela drzavne uprave nadleznog za
unutarnje poslove.

Uz ¢lanak 4.

Clankom 4. utvrduje se da na dan stupanja na snagu ovoga Zakona Konvencija iz ¢lanka 1.
ovoga Zakona nije na snazi te ¢e se podaci o njezinom stupanju na snagu objaviti sukladno
odredbi ¢lanka 30. stavka 3. Zakona o sklapanju i izvrSavanju medunarodnih ugovora.

Uz ¢lanak 5.

Clankom 5. ureduje se stupanje na snagu Zakona.
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Prilog - preslika Konvencije Centra za provedbu zakona u
jugoisto¢noj Europi, u izvorniku na engleskom jeziku



R E CONVENTION OF |
THE SOUTHEAST EUROPEAN LAW
-' ENFORCEMENT CENTER



The Parties to this Convention, being Contracting Parties to the Agreernent on
Cooperation to Prevent and Combat Transborder Crime, done at Bucharest,
Romania on May 26, 1999 (hereinafter referred to as “Member States”),

Recognizing the value and advances of the cooperation, structures and
procedures established and developed under the auspices of the Southeast
- European Cooperative Initiative (SECI);

Acknowledging that it s mcumbent on all democrat:c nations to estabhsh a
socuety founded in freedom, security and justice;

~ Respecting the European Convention for the Protectinn of Human Rights and
Fundamental Freedoms;

Aware that criminals have no respect for borders and are disposed to exploit
the same to the detriment of equxty and justlce

Havmg in mind that criminal entrepreneurs debase and corrupt Iegltxmate
economies, societies and the rule of law through trans-national criminal
' ‘markets and the forging of international illicit trade alliances;

Considering that it is the responsibility of all.governments in the interests of
their citizens to engage in effective measures to counter crime and the causes
of crime while fully respecting the fundamental rights of individuals including
the protection of personal data; -

Recognizing the in;ipd'rfant role that effective exchange of information among
law enforcement agencies has in preventing and combating all forms of crime
- and serious crime, including terrorism;

Regarding it to be in the common interest to capitalize on the advantages and
opportunities created by the SECI Regional Center for Combating Trans-
border Crime (SECI Center) - and anticipating the advancement of those
‘advantages‘ and opportunities in a new international organization;

Considering international treaties in the field of trans-border crime and
cooperation in law enforcement, as we!l as the EU acquis to the extent
apphcable

And pursuant to this common aim and interest in generating enhanced
mechanisms for effective cooperation between competent law enforcement
agencies,; : I

Acknowledging that the European Union has assigned to the European Police .
Office (Europol) the driving role as the EU law enforcement body supporting
the fight against organized crime and cther forms of serious crime and
seeking to reach operational comp!ementantles for the mutual beneft of
SELEC and Europol;

Have agreed as follows:



TITLE |
Establishment, Objective and Tasl_<s

Article 1
Establishment -

The Member States hereby establish the Southeast European Law Enforcement
Center (hereinafter referred to as "SELEC") to serve as a framework for cooperation
among their competent authorities in order to fulfill the objectives of SELEC.

Article 2
Objective

_The objective of SELEC, within the framework of cooperation among Competent
Authorities, is to provide-support for Member States and enhance coordination in
preventing and combating crime, including serious and organized crime, where such
crime involves or appears to.involve an element of trans-border activity.

Article 3 "
Tasks
In accordance with Article 2, SELEC shall have the following tasks:

(@) to support investigations and cfime prevention activity: in Member
States and in accordance with this ConVention'

(b)  to facilitate the exchange of mformatton and criminal intelligence and
requests for operatlonal assistance;

(c) to notn‘y and inform the National Focal Points of Member States of
connections between suspects, criminals or crimes related to the
SELEC mandate;

{(d)  to collect, collate, analyze, process and disseminate information and
criminal intelligence;

(e) * to provnde strategic analysis and to produce threat assessments
related to the SELEC objectrve

() to establish, operate and maintain a computerized information system;
| (@) to act as a depositary of good_pr-actiee_ in law enforcement methods
and techniques and to promote the same through multi-national

training and conferences for the benefit of Member States;

(h) = to undertake other tasks _consiStent -w'ith the objective of this
Convention, following a decision by the Council.
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Article 4 -
Definitions

For the purposes of this Convention:

(a)

(b)

- “SECI Center” shall mean the Southeast European Cooperativ-e

Initiative .Regional - Center for Combating Trans-border Crime
established by the Agreement on Cooperation to Prevent and Combat
Trans-border Crime done at Bucharest, Romania on May 26, 1999;

“Law enforcement” shall refer to all activity aimed at preventing and
combating crime. It includes, but is not limited to, the work of customs,
police and border guards where that work falls under the SELEC
mandate;

"‘Competent authority” shall mean any public bcdy ex:stmg within a |

Member State or. Operational Partner which is res;oonsrble for law

enforcement under national law;

(e)

‘_‘Mu!ti-agency” shall' mean the combination of different competent

_authorities involved in. a single enterprise. Specifically .in this

Convention, it means a combination of border guards, pohce customs
and other competent authorities; -

“Serlous crime” shall mean conduct constituting an offence punishable

‘by-a maximum deprivation of liberty of at least four yearS or a more
: ,_senous penalty;

Orgamzed crime” shall mean any crime conducted by a structured
group of three or more persons, existing for a period of time and acting

" in.concert with the aim. of commnttmg one or more serious-crimes or
: oﬁences

“Person” shall mean any natural or legal person;

"Trans-border- activity" shall mean any 'illegal activity which is

conducted or is intended to be conducted in the territory of more than
one Member State; ;

“Personal data” shall mean all information relating to an identified or

~identifiable natural person ("data subject”); -

“Processing” of personal data (processing) shall mean any operation or
set of operations which .is performed upon personal data, such as
collection, recording, organization, storage, adoption or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination
or otherwise making available, .alignment or combination, blocking,
erasure or destruction as well as: transfer of personal data across
national borders -



(k)  “Need to know” shall mean where-a recipient of data or information
requires knowledge of that information for a specific and authorized
need established by reference to his or her post, role, office or
function; '

() “Third Party” shall mean a state or international organization or body
- which is not a Member State, Operational Partner, or Observer.

TITLE Nl
Legal Status and Organization

Article 5
Legal Status:
(1) SELEC shaﬂ havé intérnationa.l iega[ perso‘nality

(2) SELEC shall have in each Member State Iega[ and contractual capacity under
that State’s law. , '

(3)7 In particular, it shall have the capacity:
(a) to contract;
(b) to acquire and.dispose of movable and immovable property;
(c) tobe a party to legal proceedings. '
Article 6
'Privileges and Immunities
(1) SELEC, the representatives of the Member States, the Liaison Ofﬂéers,
Director General, . Directors, the SELEC Staff, and the representatives of the
Operational Partners shall enjoy the privileges and immunities necessary for the
performance of their tasks, in accordance with a Protocol that shall be conciuded by
the Member States
(2) SELEC shall conclude a headquafters agreement with the Host Country.
Article 7 _
Organs of SELEC
- The Organs of SELEC shall be

@) the Council;

(b) " the Secretariat.



Article 8
Council.

(1)  The Council shall be the supreme decision-making body of SELEC.

(2)  The Council shall consist of one representative designated with his or her
alternate from each Member State. Each representative may be supported by a-

delegation.

' (3) Members of the Council shall be high level officials with authority to act on
behalf of their States. When a member of the Council is unable to attend a meetmg,
he or she shall be replaced by his or her alternate,

(4) - The Council shall have a Chairperson selected by annual alphabetical rotation
among the Member States.

(5) Each Member State shal-lrhav_e one vote in the Council.

(6) * The Council shall meet at least once a year. -

(7)  The Council shall have the following tasks:

(a)
(b)

(c)

(d) .

&)
b

(9)

(h)

@

approve the SELEC étrategic plan and annual action plan;

annually approve the SELEC budget and deﬂne Member States’
financial contrlbutlons .

approve tasks for the SELEC other than those set forth in Ar’ucle 3of
this Convention;

‘elect and dismiss the Director General and Directors, and establish
~ their terms and conditions of employment in accordance with this

Convention;

' addpt the Security Manual;

appoint a Data Protection Officer, who shall be a member of the
SELEC Staff; '

appoint external financial auditors for SELEC in accordance with this
Convention;

endorse the SELEC annual report;

. authorize the Director General to negotiate agreements, including

memoranda of understanding, with the Host Country or Third Parties
and, if appropriate, to define negotiating positions;

approve the conclusion of agreements, including memoranda of
understanding, with the Host Country or Third Parties;



(k) establish criteria fbr admission for new membership to the SELEC ;

()] approve applications for membership by States and their admission to
the SELEC;

(m)  approve applications by any Third Pérty to become an Observer or an
Operational Partner;

(n)  adopt its own rules of ‘proced'ure, as well as rules of procedure and
regulations necessary for the proper ~implementation of this”
Convention, including Guidelines for Observers;

(0)  comply with other tasks as defined elsewhere in this Convention.
(8) In executing the tasks set forth above initems a, b, c, e i,j,k |, mand n of -
paragraph (7), the Council shall decide by consensus of all Member States. In
executing all other tasks, the Council's decisions must be reached by two-thirds
majority of all Member States, unless otherwise provzded in this Conventron
(9) The CounCII may establish commtﬁees and working groups to assist its work,

Article 9
Secretariat
(1)  The Secretariat shall consist of:
‘(a)  the Director General:

(b) - th'e Directors;

(c)  the SELEC Staff.
(2)' In the performance of their duties, the Director General, the Directors and the
SELEC Staff shall not seek, receive or act on instructions from any government or
from any other authority external to SELEC.
(3) - Each Member State undertakes to respect the exclusively international
character of the responsibilities of the Director General, the Directors and the

SELEC Staff and shall not seek to influence them in the discharge of their
responsibilities.

Article 10
Director General

(1) SELEC shall be headed by a Director General who shall function as its chief
executive offscer and Iegal representa’uve _

(2) © The Director General shall be elected for a- term of 4 years. The Dtrector
General may be ree[ected only once,



(3) The Director General shall be a citizen of one of the Member States and shall
be elected by the Council following an open and public procedure.

(4) The Director General shall be accountable to the Councrt with respect to the
performance of his or her duties.

' (5) The Director General shall be responsible for:
(a)  the effective management of SELEC;

(b) . preparing and 1mplement:ng the strateglc plan, the annual action plan
and the budget;

(c) prepanng and submitting to the Council the annual reports;

- (d)  promoting and developmg relations with Member States and Third
: Part:es :

(e) negotiaiing and concludihg' agreements e'n the a’cce’pta_nce of other
income as provided in Article 36, paragraph (2); -

M draﬂmg and proposing rules of procedure and regulanons necessary
for the proper mplementatron of this Convention;

(g) representing SELEC and its mterests

~(h) designating a Drrector to act on his or her behalf in the event of
absence or mcapaclty,

(1) performmg other tasks as necessary in comphance w:th the provisions
- of this Convention.
~Article 11
‘Directors

(1)  The Director General shall be assisted by one or more Directers. The Council
shall define the number, function, and roles of the Directors.

(2)  Directors shall be elected for a term of 3 years. Directors may be reelected
- only once. '

- (3) " Each Director shall be a citizen of one of the Member States and shall be -
elected by the Council following an open and public procedure.

4) The Dlrectors shal! be accountable to- the Drrector General for the tasks
assigned to them. :



Article 12
SELEC Staff

(1) SELEC Staff shall consist of all persons working under the authority and
control of the Director General and Directors.

(2) SELEC Staff shall consist of nationals of Member States taking into account
the adequate representatron of all Member States. :

(3)  Staff Regulations shall include the rules, principles and procedures governing
the selection of staff, their recruitment, classification of posts, and the efficient
operation of SELEC’s Secretariat in attainment of the objective of this Convention.

Article 13
National Units

(1) The National Units shall be established by the Member States for the purpose
of implementing the objective of this Convention. ‘

(2) The National Units shall Consist of:
(a) Liaison .Officers;

(b)  National Focal Points.

Article 14
Liaison Officers

(1)  For the burposes of police and customs cooperation, each Member State
shall post at least one Lizison Officer to work at the headquarters of SELEC.

(2) - The SELEC Liaison Officers shall work under the national laws of the
appointing Member States and represent the interests of those States and all their
national competent authorities equally. However, their work shall also be regulated
by the terms of this Convention. The SELEC Ltalson Officers shall respect the
internal rules and reguiatrons of SELEC. .

(3) Prior to appointment, any SELEC Liaison Officer shall have undergone a
security screening procedure according to national requrrements allowrng access to
law enforcement and/or c]assrfred tnformatron

(4) In cases where the conduct of a Liaison Officer i-s not satisfactory in terms of
this Convention, the Director General may report to the sendrng Member State
‘accordmgly .

(5) SELEG Liaison 'Oﬁi.eers shall not represem his or her Member State as a
delegate to the Council. ‘

(6)  All costs relating to the eppointment and pdsting'of a SELEC Liaison Officer
shall be funded by the Member State. However, SELEC shall provide from its budget
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reasonable and adequate office accommodation and equipment for that Liaison
Officer to perform his or her duties.

Article 15
National Focal Points

(1)- In furtherance of the aims of this Convention, the Member States shall
establish or designate a multi-agency office or unit, which shall serve as the National
Focal Point. ' '

(2)  The National Focal Point shall act as the single point of contact in the Member
State for communications with SELEC, through the Liaison Officers of the given
Member State.

(3) The National Focal Point shall be adequately staffed and provided with all -
‘necessary equipment, resources and facmties reqmred to perform its tasks 88
def‘ned in this Convention.

(4)  The National Focal Point and its Staff shall be govered by national law, but
will conduct its affairs with reference to this Convention and shall, in particular, .
comply with the principles of data protection contained in this Convention.

Article 16
Headquarters and Official Language

(1) SELEC shall be located in Bucharest, Romania,

(2) The Host Country shall ehsure without payment the building and the current
and capital repairs to the infrastructure of the SELEC.

(3) The official language of SELEC shall be English.

TITLE i
Information System and Data Securlty

 Article 17 |
Information Exchange System .

(1) According to the stages set forth in this Article, SELEC shall establish and
maintain - a computerized information system for holding and processing data
necessary to the performance of its tasks as laid down in Article 3. This information
system shall include any stand alone hardware or independently structured
database and all Informatlon technology under the control of SELEC

(2) SELEC shal] conduct information exchanges and Josnt operations, in which

- SELEC through Liaison Officers and representatwes of Operational Partners shall
obtain data, including personal data.
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(3) In all instances, SELEC’s processing of personal data shall be subject to
limitations imposed by the provider of the data and subject to the data protection
procedures developed to satisfy the principles of data protection set out in this
Convention and other applicable requirements of national law and bilateral or.
multilateral international agreements. SELEC shall store data in such a way that it
can be established by which Member State, Operational Partner, Observer, or Third
Party the data were transmitted or whether they are the result of an analysis by
SELEC.

(4)' . To the extent and after such time that data protection procedures appropnate
to the task have been established and implemented, SELEC shall then proceed to
enhance its ability to assist Member States and enhance coordination among them
in preventing, detecting and combating serious trans-border crime by maintaining
and indexing such personal data for use in subsequent mvest:gatlons involving

' SELEC and its Operational Partners.

(5) Sub_sequently, to the extent and after such time that data protection
procedures appropriate to the task have been established and implemented, SELEC
shall then proceed to establish and maintain one or more databases, which may
include personal and non-personal data. Such data shall be collected in the context
of SELEC's participation in concrete cases, as well as outside the context of
concrete cases as provided by Member States, Operational Pariners, Observers and
Third Parties, and SELEC shall analyze and process such data in an effort to
prevent, detect, and investigate serious trans-border cnme

(6) -~ The Director General or any Member State may propose to the Council that it
is appropriate to' move to the next stage pursuant to this Article. In evaluating such a

- proposal, the Council shall consult the Joint Supervisory Body. The Council must

decide by consensus if data protection procedures appropriate to the task have been

implemented and whether to proceed to the next stage, as described in paragraph

(4) and (5).

(7)  The information systems bperated by SELEC must under no circumstances
be linked to other automated processing systems, except for the automated
processing systems of the National Units.

(8) SELEC shall be responsible for and shall take all necessary measures for the

—— — — — —progerworking _and _implementation of the information system in techn:cal and

operational respecits. -

Article 18
Use of Information System

(1) In establishing and maintaining an information system, SELEC and Member
States shall take necessary and adequate technical precautions, and shall establish
control mechanisms, to ensure the integrity and adequacy of the data in the
information system, to prevent accidental or unauthorized erasure, modification, or
dissemination and to prevent unauthorized access.

11



(2)  In order to perform its task the SELEC information system shall be accessible
on a “need to know” basis by:

(a) © National Focal Points;
(b) Liaison Officers;
(c) Dlrectors and SELEC Staff authorized by the Director General;

(d) Operational Partners authorized by the terms of thelr respectwe
cooperation agreements.

(3) Data may be input into SELEC information system‘only by:
(a)  National Focaf‘Point's;
(b)  Liaison Officers: |
Lej - | Directors and SELEC Staff-author_ized by the Director General;

(d)  Operational Partners authorized by the terms of their respective
cooperation agreements.

(4) Access to or Inbut of data into the SELEC information system may only be
carried out by persons who have been adequately trained and certified, as specn‘led
in the rules of procedure.

(5) All _details conCern’i;ﬁg the data insertion., research or access ‘shall be
recorded in auditable format. Such details shall be stored in the SELEC information
-system, in compliance with data protection rules as defined in this Convention.

- Article 19
Data security

£19, SELEC shall take the necessary techmca! and orgamza’tlonal measures to
~ ensure the implementation of this Conventlon with respect to data security.

(2) In respect of automated data processing at SELEC each Member State and
SELEC shall implement measures designed to:

(a)  deny unauthorized persons access to data processing equipment used
for processing personal data (equipment access control);

(b)  prevent the unauthorized reading, copying, modmcatlon or removal of
data medla (data media control)

(c) ~ prevent the unauthorized input of data and the unauthorized

inspection, modification or deletion of stored personal data (storage
control);
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(d) prevent the use .of automated data processing systems by
unauthorized persons usmg data communlcatlon equ:pment (user
control); -

(e) ensure that persons authorized to use an automated data processing
system only have access to the data covered .by their access
authorization (data access control),;

- ensure that it is possible to verify and establish to which bodies
personal - data may be transmitted usmg data commumcatlon
equipment (communlcatron control);

(9) ensure that it is possible to verify and establish which personal data
have been input into automated data or processing systems and when
and by whom the data were input (lnput control);

(h)  prevent unauthorrzed reading, copying, modification or deletion of .
personal data during transfers of personal data or during transportatron
of data media (transport control);:

iy ensure that .installed systems may, in case of :n’rerruptron be '
'|mmedlately restored (recovery)

1) ensure that the functions of the system perform without fault, that the
appearance of faults in the functions is immediately reported
(reliability) and that stored data cannot be corrupted by means of a
malfunctioning of the system (integrity).

Article 20
Classified Information

'(‘1) All mformatron processed by or through SELEC, except information which is
expressly marked or is clearly recognizable as being public information, shall be
subject to a basic protection level within the SELEC organization as well as in the
Member States. Information which. is subject only to the basic protection level shall
not require a specific marking of a SELEC security Ievel but shall be designated as
SELEC data.

(2) SELEC and the Member States shall take.'appmpriate measures to protect
classified information according to the requirement of confidentiality specified by the
party providing the infermation on the basis of this Convention.

' (3) 'No person shall obtain access to classified information -except with prior
security screening and clearance by their national. government according to its
national law. The relevant authority under national provisions shall inform SELEC
only of the results of the security screening, which shall be binding on SELEC. |

4) ~ The Council shall -,adopt‘a Security Manual which shall include, inter alia,
detailed rules on the security measures to be applied within the SELEC organization
and a security package corresponding to each classification level.



(5) SELEC: shall use the following classrf' caﬁnn levels: “restricted”, “confi dentral’
“secret” and “top secret”.

(6)  The responsibility for the practical implementation of the security measures
laid down in the Security Manual shall lie with the Director General.

TITLEIV
Personal Data Protection

Article 21
Personal Data

(1)  Personal data entered to the SELEC Information System shall relate to
~ persons who, in accordance with the national law of the Member State concerned,
are the subjects of an investigation relating to a criminal offense in respect of which
SELEC is competent or who have been convicted of such an offence'

(2) Data related to. persons - referred to in paragraph (1) may include only the
following detar[s

(a)
(b)

(©)

surname, maiden name, given names and any alias or assumed name;

d,_ate and place of birth;

citizenship‘;.‘ |

sex;

place of residence, professmn and Whereabouts of the person
concerned,

driving licenses, identification documents and passport data; and

where necessary and available, other-characteristics likely to assist in
identification, including any specific objective physical characteristics
not subject to change, and Personal or other Identification Number.

(3)  In addition to the data referred to in paragraph (2), the SELEC Information
System may also be used to process the following detalts concemmg the persons
referred to in paragraph (1): :

(a)
(5)
©
(A

criminal offences and when, where and how they were committed;

means which were or may be used to commit the criminal offences;

suspected membership of a criminal organization;

convictions, where they relate to criminal offences in respect of which
SELEC is competent;
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(4)  The SELEC Information System may also include:

(a)  data referred in paragraph (3) (a) and (b) when they do not yet contain
any references to natural persons;

(b) any other data which are or may be involved in criminal cases not
: directly related to natural persons including commodities, means of
transport, businesses, and any technical means used for identification

-of these.

Article 22
Standard of Personal Data Protection

SELEC shall apply principles on the protection of personal data processed by
SELEC taking into account the level of protection and administrative practice in the
- Member States and- according to the standards and principles of the Council of
Europe Convention for the Protection of.Individuals with regard to Automatic
Processing of Personal Data of 28 January 1981, and of Recommendation No. R
(87) 15 of the Committee of Ministers of the Council of Europe of 17 September -
. 1987. SELEC shall observe these principles in the processing- of personal data,
including non-automated data held in the form of data ﬂ!es

Article 23 :
Principles of Personal Data Protection

(1) Pursuant to this Convention, any personal data will only be processed in
accordance with thé: foliowing principles and enforcement mechanisms:

(a) personal data shall only be processed for the purpose of the objectives
- and tasks of SELEC;

(b)  processing of personal data must be fair and lawful
(c) processing of personal data must be adequate, relevant and not
excessive in relation to the purposes for which they were initially

collected;

(d) data must be accurate and kept up to date and the quality and mtegruty
of persona[ data processed by SELEC shall be mamtamed

(e) technical and organizational security measures should be taken that
are appropriate to the risks presented by the processing; .

(f) SELEC shall process personal data in a manner that is transparént,
consistent with its law enforcement abjective and tasks;

(g9) any data subject shall have access to his or her personal data
maintained by SELEC, consistent with' SELEC's law enforcement
objective and tasks
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(h)  any data subject shall have an appropriate right of redress with reépect
to his or her personal data. maintained by SELEC, consistent with
SELEC’s law enforcement objective and tasks;

(i) the processing of personal data by SELEC shall be subject to oversight
by an independent Joint Supervisory Body, established pursuant to this
Convention. _

(2)  Personal data revealing racial or ethnic origin, political opinions, religious or
‘other beliefs, trade union membership, and data concerning health or sex life
may not be processed unless such data are strictly necessary for the
purposes of a specific investigation in which SELEC is involved and only if the
transmission of this data to SELEC for such processing is permitted by the
national law of the transmitting party. It shall be prohibited o select a

~ particular group of persons solely on the basis of the data Ilsted m the first
sentence of this paragraph. -

Article 24 .
Restnctlons on Access to Partlcular ltems of Personal Data _

(1)  An au’thority providing personal data may restrict access to lndlwduai itemns of
such data by other Member States or Operational Partners.

(2)  The transmitting Member State or Operational Partner or SELEC can agree
~with the intended recipient on restrictions on the use of data and the transmission to
Third Parties. These restrictions should include measures to ensure COhSlstenc:y
- with the prmcaples set forth in Ar’tlcle 23 of this Conventlon

Article 25
Time limits for the storage and deletion of personal data

(1) Personal data in the Information System shall be held only for as long as is
necessary for the performance of SELEC's tasks. The need for continued storage
shall be reviewed no later than three years after the input of personal data. Review
of personal data stored in the Information System and. its deletion shall be carried
out by the inputting party.

(2) During the review, the inputting party referred to in paragraph (1) may decide
- on continued storage of personal data until the next review which shall take place
after another period of three years if this is still necessary for the purpose of its
processing. If no decision is taken on the continued storage of personal data, those
personal -data shall automatically. be deleted by the SELEC. SELEC shall
automatically inform the inputting parties three months in advance of the expiry of
the time limits for reviewing the storage of personal data.
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Article 26"
Further Processing

(1) . Nothing in this Convention shall prohibit or hinder law enforcement authorities

from cooperating and exchanging data in concrete cases and investigations,
provided that such cooperation and exchange of data includes measures to ensure
consistency with the principles mentioned in Article 23 -of this Convention. However,
transmission of data cannot take place if the use of the transmitted data could violate
human rights or rule of law principles.

(2) Further processing of personal data for a purpose other than the purpose for
- which the personai data was provided shall be only permitted insofar as:

(@) . itis not mcompat:ble with the purpose for which the data are processed
by SELEC; and

(b) the inputting Member State or Operational Partner has given its prior
consent; and

(c) . the processing authority is responsible for the preventlon investigation,
detection or prosecution of criminal offences within SELEC's objective.

- (3) . Transfer of personal data to Third Parties or Observers may only take place
with the prior consent of the inputting party in accordance with its legislation and in
accordance with its evaluation of the adequate level of protection of personal data in
the receiving Third Party or Observer. :

. Attice 27
Data Protection Officer

(1)  The Council shall appoint a Data Protection Qfficer, who shall ensure
compliance with the data protection provisions of this Convention, according to
functions assigned by the Council. When assigning such functions, the Council shall
- ensure that the functions of the Data Protection Officer are defined so that they do
not interfere with the operation of SELEC in concrete cases. In the performance of
his or her duties, the Data Protection Officer shall act independently. :

(2) The Data Protection Officer shall perform in particular the following tasks
under the direct authority of the Council:

(a) ensuring, in an independent manner, lawfulness and compliance with
the provisions "of this. Convention concerning the processmg of
personal data; :

(b)  ensuring that a written record of the transmission and receipt of
personal data is kept in accordance with this Convention;

(c) ensurmg that data subjects are informed of their rights under this
Conventlon at their request; ‘

(d)  cooperating with SELEC Staff responsible for procedures training and
advice on data processing;
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()  cooperating with the Joint Supervisory Body.

(3) In the performance of the tasks described in paragraph (2), the Data
Protection Officer shall not take any instructions from the Director General,
Directors, a Member State, or any other source. In the performance of these tasks,
the Data Protection Officer shall have access to all the data processed by SELEC
~and to all SELEC premases

(4) If the Data Protection Officer considers that the provisions of this Convention
concerning the processing of personal data have not been complied with, he shall
inform the Director General and the Council. If the Director General does not resolve
the non-compliance of the processing within 60 days, the Data Protection Officer
shall inform the Council, which shall acknowledge receipt of the information. If the
- Council does not resolve the non-compliance of the processing within a reasonable

time, the Data Protection Officer shall refer the matter to the Joint Supervisory Body.

(5) - The Council may determine additional tasks of the Data Protection Officer.
" Further implementing rules concerning the Data Protection Officer shall be adopted
by the Council. The implementing rules shall in particular concern selection and
dismissal, tasks, duties and powers of the Data Protection Officer.

Artlcle 28
: Respon31bll|ty in personal data protection matters

(1) The responsibility for personal data processed at SELEC, in particular as
regards the legality of the collection, the transmission to SELEC and the input of
personal data, as well as their accuracy, their up- t0~date nature and verification of
the storage tlme limits, shall lie with:

(a)  the Member State, Operatlonal Partner Observer or Third Party that
made available the personal data

(b) SELEC in respect of data which result from anaiyses conducted by
SELEC. .

(2)  In addition, SELEC shall be responsible for all personal data processed by it,
from the moment it includes such data in one of its automated or non-automated
. data files. Personal data which has been transmitted to SELEC but not yet included
in SELEC's information system shall remain under the data protection responsibility
of the party transmitting the data. However, SELEC shall be responsible for-ensuring
that until such personal data have been included in a data file, they may only be
accessed by authorized SELEC officials for the purpose of determining whether they
can be processed at SELEC, or by authorized officials of the party which supplied
the data. If SELEC, after appraisal, has reason to assume that data supplied are
~ inaccurate or no longer up-to-date, it shall inform the party which supplied the data.
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Article 29
Liability for unauthorized or incorrect data processing

(1)  Each Member State shall be liable, in accordance with its national law, for any
damage caused to an individual as a result of legal or factual errors in personal data.
Only the Member State in the territory of which the damage has occurred may be the
subject of an action for compensation on the part of the injured individual. A Member
State may not plead that another Member State had transmitted inaccurate data in
order to avoid its liability under its national legislation vis-a-vis an injured party.

(2) - If these legal or factual errors occurred as a result of data erroneously
communicated or of failure to comply with the obligations of this Convention on the
part of one or more Member States or as a result of unauthorized or incorrect
storage or processing by SELEC, the Member State or States in question or SELEC,
accordingly; shall be bound to refund, on request, to the Member State which
compensated the injured individual, the amounts paid as compensation, unless the
data in question were used by the latter-in breach of this Convention. This principle -
may also apply to Operational Partners, if their cooperation agreement with SELEC
so provides. ‘

(3) “Any dispute between the Member States"which' compenéated the injured

- individual and SELEC or ancther Member State over the pringiple or amount of the
refund shall be referred to the Council, in accordance with Article 50. '

.- Article 30
Right of access of the data subject.
(1) . Any person shall be entitled, at reasonable intervals, to obtain confirmation
whether personal data relating to him or her is processed by SELEC and to have

communication to him or her of such data in an intelligible form.

(2)  Any person wnsh:ng to exercise his or her rights under thlS Artlcle may make a
request free of charge at SELEC. :

(3) The reduest shall be answered by SELEC without undue delay and in any
case within three months following its recelpt by SELEC in accordance Wl’(h this
Article.

(4)  The provision of information in response to a request under paragraph 1. shall
be refused to the extent that such refusal is necessary to:

(8}  Gnable SELES o fulfil i shijschves and theks properly;

(b) protect security and pubhc order in the Member States or 1o prevent
Cl’lme

(c)' protect the rights andfor freedoms of t_hirdpersons; or

(d) guarantee that any national or joznt mves’{lgatlon wnl not be
jeopardized. :
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(5) When assessing the app[icability of- an-exemption under paragraph (4), the
interests of the person concerned must be taken into account.

" (6) Prior to its decision on a response to a request, SELEC shall consult the
competent law enforcement authorities that provided the data. SELEC shall refuse to
provide information if one or more competent law enforcement authorities or SELEC
decide that the request must be refused under paragraph (4). An authority deciding
on refusal shall notify SELEC of the reasons for its decision.

(7) If the provision of information in response to a request under paragraph (1) is
refused, SELEC ‘shall notify the person concerned his or her request has been
considered and refused pursuant to this Convention, without giving any information
which might reveal to him or her whether or not personal data concerning him or her
are processed by SELEC. The reasons for a refusal shall be recorded by SELEC.

, Artlcte 31
Correctlon and delet{on of data

(1) . Any data 'subject shalt have th’e right to ask SELEC in writing to correct or
delete incorrect data concerning him/her. If it emerges, either on the basis of the
exercise. of this right or otherwise, that data held by SELEC which have been
communicated-to it by Third Parties or which are the result of its own analyses are
incorrect orthat their input or storage contravenes this Convention, SELEC shall
correct or delete such data.

(2) - If-incorrect data have been transmitted by another appropriate means or if
the errors in the data supplied by Member States or Operational Partners are due to .
faulty transmission .or have been transmitted in breach of the provisions of this
Convention or if they result from their being entered, taken over or stored in an
incorrect manner or in breach of the provisions of this Convention by SELEC,
SELEC shall be obliged to correct or delete the data in collaboration w1th the
Member States and Operatlonal Partners concerned.

(3) - In the cases referred to in paragraphs (1) and (2), the Member States or
Operational Partners that have received the data shall be notified forthwith. The
recipient Member States or Operational Partners shail also correct or delete those
data according to applicable regulations.

— —%4%—‘{ﬂzmﬁﬁspnw@gdﬁTAﬁEETm,mnﬁ?ﬂﬁ%?ﬂéﬁﬁﬂﬂ}SELECéH&rﬁbﬁﬁ
the data subject in writing and without undue delay and in any case within three
months that data concerning him or her have been corrected or deleted.

Article 32
Appeals

) In its repiy to a request for a check, for access to data, or a request for
correction and deletion of data, SELEC shall inform the data subject that he or she
has the right to appeal to the Joint Supewlsory Body and of the time limit for such
_appeal
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(2)  Every data subject has the right to appeal to the Joint Supervisory Body if he
or she is not satisfied with the SELEC response to a request or if there has been no
response to the request within the time limits laid down in Articles 30 or 31. Such
appeal must be lodged within 30 days of the date the response is received or of the
expiration of the time limits laid down in Articles 30 or 31. .

(3)  The Joint Supervisory Body shall examine and deéide the appeal at its next
- meeting. The decision of the Joint Supervisory Body on an appeal shall be final and
binding on aH parties to the appea[

(4) \Nhere the appeal relates to a response to a request as referred to in Article
30 or 31, the Joint Supervisory Body shall consult the competent data protection
authorities in the Member State or Operational Partner which was the source of the
data or the Member States or Operational Partners directly concerned. '

(58) In the event that the appeal relates to decision referred to in Article 30 or 31
that is based on an objection pursuant to Article 30, paragraph (4), by SELEC, a
Member State or Operational Partner, the Joint Supervisory Body shall only be able
to overrule such objections by consensus- after having heard SELEC and the
concerned Member States or Operational Partners. If there is no such consensus,
- the Joint Supervisory Body shall notify the refusal to the enquirer, without giving any
- information which might reveal the existence of any personal data about -the
enquirer.

Article 33
National supervision

- (1) -Each Member State shall ensure independent national supervision, by
designating an authority, in accordance with its national law, of its activities under
this Convention with respect to personal data protection matters, and taking into
account the international standards and pnnap!es of perscmal data protection
estabhshed by the Council of Europe.

(2) Wlthout pre}udlce to Aricle 29, the Member States provide for the right of
every person, regardless of his or her nationality or residence, to a judicial remedy
for any breach of the rights guaranteed him or her by the national law applicable to
the processing in question.

(3) SELEC shall take necessary measures to facilitate such national supervision,
including by providing access to the applicable Liaison Officers’ premises.

(4) Member States shall inform the Joint Supervisory -Body of any findings
relating to personal data protectlon Concermng SELEC that result from such

supervnsaon
. Adicle 34 7
Joint Supervisory Body

(1)  An independent Joint Supervisory Body shall be set up to hear appeals
pursuant to Article 32, and to review the procedures and practices at SELEC to
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ensure that they comply with the data protection provisions of this Convention. The
Joint Supervisory Body shall be made up of one representative from each Member
State who shall be independent as. regards personal data protection matters
‘according to national law. The Joint Supervisory Body shall determine its rules of
procedure. In the performance of their duties, the members of the Joint Supervnsory
Body shall not receive mstructlons from.any other body.

(2) The Jomt Supewlsoryd Body shall conduct periodic reviews at least one time
.peryear.

(3) - SELEC shall assnst the Joint Supervisory Body in the performance of the
latter's tasks. In doing so, it shall in particular:

(a) supply the information the Joint Supervisory Body requests, give it
- access to all documents and paper fsles as well as access to the data
-stored in its data flies

(b)  allow the Joint Superwsory Body free access at all times to all its
premtses -

(c).. implementthe Joint SUpervisory Body's decisions on appeals.

(4) 1f the Joint Supervisory Body identifies any violations of the provisions of this
Convention in the storage, processing or utilization of personal data, it shall bring the
matter to the attention of the Director General and shall request him to reply within a
time limit specified by the Joint Supervisory Body. The Director General shall keep
‘the Council informed of the entire procedure. If it is not satisfied with the response
given by the Director. General to’its request the Joint Super\nsory Body shall refer
the matter to the Councrl :

(5) ~ The Joint Supervisory Body shall inform the Director General and the Council
about its reviews and make any necessary: recommendations regarding data
protection procedures and practices. The Director General and the Council shall
consider such -recommendations, and take all appropnate steps to ‘correct any
problems with procedures and practices. :

(6) The -Joint Supervisory Body shall draw up and make publlc activity reports at
regular intervals.

TITLE V 7
- Financial Provisions

Article 35
Budget

(1) The SELEC budgét'shail be established on an annual basis. The financial
year shall run from 1 January to 31 December.



(2)  The budget shall set forth total income and total expenditures for the year.
The budget shall balance with total annual income always coverlng total annual
expenditures. :

(3)  The Council shall consider and approve the budget by 31 May of each year at
‘the latest. The budget may be revised by the Counci!

(4) - A five-year financial plan shall be considered  and adopted and may be
revised together w:th the annual budget.

Article 36
1ncome.

(1) The budget shall be ﬂnanced from eontnbutlons from the Member States and
by other income.

(2) . Other income may include donations, subsidies or other funds from national
governments, international organizations -or other pubhc -sources, and, subject to
prior approval of the Councll, private sources.

(3) Failure of fuiFl[ment of financial obllgat[onb by any Member State shal[ be .
- submitted to the Councn for COI'!SIdE['athD N

Article 37
_External Financial Audit

- The financial records of SELEC, including the accounts established pursuant to the

budget showing income and expenditures, and the balance sheet showing SELEC's
assets and liabilities, shall be subject to an external financial audit. ;

Article 38 |
Financial Rules and Regulations

Financial Rules and Regutatidns'shali be considered and adbpted by the Council.

TITLE VI
Participation

Article 39.
Membership

The Members of SELEC are the Parties to this Convention.



Article 40
Admission

(1)  SELEC is open for admission to any State which has a particular interest in
law enforcement cooperation in the Southeast European Region and which applies
for membership, agrees with the objective and tasks of the SELEC as set forth in
this Convention, and satisfies criteria established by the Council.

(2)  Applications for membership shall be' submitted " to the Council - for
consideration and approval. Once the approval is obtained the applicant State shall
be invited by the Council to accede to this Convention pursuant to Article 45.

Article 41
Operational Partner Status

- (1) - Operational Partner status in SELEC shall be open upon request to any State
or international organization or body that expresses its readiness to cooperate with

- SELEC, agrees to provide support to SELEC, and concludes a cooperation
_agreement wsth SELEC. ;

(2) After the Council has decided that an app]i.cant"_fu[fills the - conditions
requested for starting negotiations for the Operational Partner status, the Director
‘General shall negotiate the cooperation agreement with that applicant. '

(3)  The cooperation égreement shall set forth, inter alia, appropriate regulations

- on personal data protection, security measures, financial relations, and settlement of

disputes between the SELEC and the Operational Partner. ‘Once the draft text of the
cooperation agreement has been approved by the Council, it shall be S|gned by the
Director General on behalf of SELEC .

(4) Operatlonat Partner status may be suspended or termmated by deCISlon of
. the Council. :

(5) "An ‘Operational Partner ‘may post, at its cost, representatives at the
Headquarters of SELEC for the purposes of the implementation of the cooperatlon
agreement. : ;

Article 42
Observer Status

(1)~ Observer status in SELEC shall be open upon request to. any- State or
international organization or body that expresses its readiness to cooperate with and
to make a contribution to SELEC.

(2) Observers may be invited to attend the meetings of the ‘Council.” Observer

status shall not grant the right to participate in operational actlvmes and to exchange
personal or classified data or mformaﬂon
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(3). Observer status may be granted, suspended or terminated by a decision of
the Council, adopted in accordance with the condltlons set forth in the Guidelines for
Observers

Article 43
Relations with Law Enforcement Organizations and Bodies

(1) .SELEC shall make efforts to establrsh mutually beneficial relationships with
European and other international law enforcement organlzatuons or bodies, inter alia
Europol, Interpol and the World Customs Organization, in order to enhance effective
law enforcement cooperation.

(2)  Inestablishing its relationship with Europol and even prior to the conclusion of
a cooperation agreement, SELEC may make use of, inter alia, Europol’s strategic
and operational analysis capacity if Europol offers this capacity. To this end, SELEC
and Europol may agree on the posting of one or more representet:ves at the
headquarters of SELEC and Europol :

_TITLE VII
~ Liability

Article 44
- Liability

(1)  Any contractual liability involving SELEC shall be governed by the law
applicable in the State in whrch the contract has effect, except where the contract
strpulates otherwrse :

(2) In the case of non-contractual liability, SELEC shall be obliged to make good
any damage caused through the fault of its Organs, Director General, Directors and
SELEC Staff in the performance of their duties.

~ TITLE Vill
Final Provisions

Article 45.
Signature, Ratification, Acceptance, Approval and Accession
(1)  This Convention shall be open for signature by the States Parties to the
Agreement on Cooperation to Prevent and Combat Trans-border Crime, done at

. Bucharest, Romania on May 26, 1999.

(2)  This Convention ‘is subject to ratification, acceptance, or approval by the
signatory States in accordance with their respective legal requirements.
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(3)  This Convention shall be open for accession by other States in accordance
with the provisions of this Convention.

(4) Instruments of ratification, acceptance, approval or accession shall be
deposited with the Depositary.

(5) Each Member State shall inform the Secretariat of its national competent
authorities when depositing its instrument of ratification, acceptance, approval, or
accession.

Article 46
Entry into Force

(1)  This Convention shall enter into force on the sixtieth day following the date

when nine State Parties to the Agreement on Cooperation to Prevent and Combat

_Trans-border Crime, done at Bucharest, Romania on May 28, 1999 have deposited
- their instruments of ratification, acceptance or approval.

(2) For each State that ratifies, accepts, approves or accedes to this Convention
after the date of this Entry into Force, ‘as provided for in paragraph (1), this
Convention with respect to that State shall enter into force on the date of the deposit
by the State of its respective instrument.

Article 47 .
- Amendments
(1) This Convention may be amended on the proposal of any Member State.
(2)  Any such proposal shall be communicated by the Director General to the
Member States at least six months before submission to the Council for
consideration and approval.
(3) Amendments to this Convention approved pursuant to paragraph (2) shall be

subject to ratification, acceptance or approval by the Member States and shall enter
into force according to the procedures set forth in Article 46.

Article 48
.Reservations
No reservations may be made to this Convention.
Article 49
Transitional Provisions
(1) Upon the entry into force of this Convention, the Agreement on Cooperation

to Prevent and Combat Trans-border Crime signed at Bucharest Romanla on May
26, 1999 shall cease to have effect. :
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(2)  All rights, obligations and property belonging to the SECI Center shall be
transferred to the SELEC on the date when this Convention enters into force.

(3) All SECI Center observers -shall have the right to become Observers to
- SELEC by officially declaring to the Director General their intention to do so.

(4) Observers to the SECI| Center thet wish to become Operational Partners to
-the SELEC shall apply for such status.

(5)  All Permanent Advisors to the SECI Center Joint Cooperation Committee by
virtue of the SEC| Agreement shall have the right to become Observers to SELEC
by officially declaring to the Director General their intention to do so.

(6)  The Headquarters Agreement between Romania and the Regional Center of
Southeast European Cooperative Initiative for Combating Trans-border Crime, done
at Bucharest, Romania on October 2, 2000, remains in force until the headquarters
agreement mentioned in Article 6, paragraph (2) between SELEC and the Host
. Country enters into force.

Article 50
Settlement of Disputes

In case of a dispute between two or more Member States or between a Member
State and SELEC concerning the interpretation or application of this Convention, the
parties .concerned shall seek a -solution through mutual consultations and
negotiations. Should such consultations and negotiations fail to resolve the dispute
within six months, the parties shall submit the dispute to the Council for
consideration and appropriate action.

Article 51
Withdrawal

(1) Each Member State may withdraw from this Convention at any time by written
notification to the Secretariat and to the Depositary, which then shall transmit a
certified copy of that notification to each Member State.

(2)  Withdrawal shall take effect three months from the date on which the
notification was received by the Depositary. Activities or proceedings existing or on-
going at the time of withdrawal shall nonetheless be comp!eted in accordance with
the provisions of this Convention.

(3) As far as financial obhgatrons are concerned, such withdrawal shall take eﬁect
at the end of the financial year in WhICh 1t is notified.

(4) A Member State wh:ch withdraws shail continue to observe the provisions of

this Convention concerning the protection of data exchanged pursuant to this
Convention.
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Article 52
Depositary

(1)  The Government of Romania shall act as Depositary of this Convention.
(2)  The Depositary shall transmit a certified copy of the original to the Secretariat

of the United Nations for registration and publication in accordance with Article 102
of the Charter of the United Nations.

The original of this Convention in a single copy in the English language shall be
deposited with the Depositary which shall transmit a certified copy to each Member
State.

IN WITNESS WHEREOF, the undersigned, being duly authorized by their respective
Governments, have signed this Convention.

Done at Bucharest, Romania on December 9, 2009.

Chargé d'affaires — Embassy

Deputy Minister — Ministry of Security

DepuMinister — Ministry of Internal
Affairs

Assistant Director General — Customs
Administration . Mrs. Tvana SOIC
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: <
State Secretary — Ministry of Interior
Affairs

Fm
H&-_

Deputy Minister — Ministry of Citizen
Protection

State Secretary — Ministry of Justice and

Law Enforcement

Minister — Ministry of Internal Affairs

Deputy Minister — Ministry of Interior
Affairs and Public Administration

Stacretary - Ministry of
Administration and Interior

State Secretary — Ministry of Internal
Affairs

irector General — Customs
Administration

Undersecretary — Undersecretariat of
Customs

Mr. Andras TURI

Lot

H E Mr Victor CATAN

Y A

HE Mirs. Nada VUKANIC

..................................................................

Mr. Marian TUTILESCU

P Mok

Mr. Dragan MARKQVIC

Mr. Maksut
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I hereby certify that this is a
true copy of the sole original
document in English language,
deposited in the archives of the
Ministry of Foreign Affairs.
Bucharest,

the 10™ of December 2009

International Law and Treaties .
Directorate

Ministry of Foreign Affairs of

el “Lj Director,
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